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ABSTRACT

Higher-order functions and computational effects (such as mutable state, ex-
ceptions, and algebraic effects) are ubiquitous in real-world programs. How-
ever, verifying programs which use them together remains challenging: these
features interact in ways that require nonlocal reasoning, necessitating hand-
crafted auxiliary specifications (such as invariants or protocols). This creates
a conundrum, where automated verifiers provide only partial support or none
at all, while interactive verifiers rely on semantic, manual approaches with
no clear route to automation.

To address this problem, this dissertation introduces staged logic, a refine-
ment-based logic for reasoning about effectful higher-order programs. Its
central insight is that maintaining precision in specifications — by internalis-
ing effects in the logic rather than relying on auxiliary specifications — sig-
nificantly simplifies proofs, which in turn enables automation via a syntac-
tic proof search procedure. This is realised in Heifer, an automated SMT-
based verifier for annotated OCaml programs, which has been evaluated on
a range of challenging case studies. To validate its metatheory, two fragments
of staged logic have also been mechanised in Rocq. Together, these efforts
demonstrate that staged logic is a practical and effective foundation for the

automated verification of effectful higher-order programs.

viii



CHAPTER 1

INTRODUCTION

1.1 Program verification

Bugs in software continue to plague the world, sometimes with catastrophic
financial consequences. A recent example: a faulty driver deployed by the
enterprise security firm CrowdStrike brought about the worst outage in his-
tory, rendering an estimated 8.5 million Windows devices across the world
unable to boot [201]. The root cause was a memory error due to a parser
mishandling invalid data [209]. This is just another example in a software
crisis that has been in effect since the advent of software engineering [173],

and which shows no signs of abating.

Ensuring correctness There is hope, however: there are well-understood
ways to ensure that programs work correctly. These can be used to tame un-
ruly software and ensure that it is free of bugs. Two families of approaches [39]
in wide use are testing and static analysis.

Testing, in its modern forms such as fuzzing and symbolic execution, is
accessible and inexpensive, scaling to practical systems. It is, however, un-
derapproximate in nature, guaranteeing only that a program works correctly
in known configurations that have been reached, which may cover only a
small portion of an extremely large space of possibilities.

Static analysis seeks to prove properties of a fixed form, and do so au-
tomatically and scalably. It has seen huge success; type systems are “ar-
guably the most widely-deployed instance of formal methods in software en-
gineering” [154], and abstract interpretation is relied on in safety-critical
domains [35]. The tradeoff is that static analyses suffer from false positives
when overapproximations prove too coarse-grained [156], and false nega-

tives when approximations are not possible [137]. In other words, they do



not provide guarantees beyond the fixed (abstract) domains they operate in,
which are suitable for proving only simple properties, such as lack of memory

errors or overflows.

Verifying programs A third family of approaches, deductive verification, is
in a sense the only verification method which scales to arbitrarily complex
programs and properties: hallmark examples include the OS kernels Cer-
tikOS [92] and sel4 [122], the C compiler CompCert [135], the TLS stack
in Project Everest [27], and, most recently, the Amazon Web Services (AWS)
authorization engine [44]. The tradeoff, however, is that deductive verifica-
tion scales mainly with human effort and expertise, which is expensive [94];
automation may alleviate some of the burden of constructing proofs, but
some amount of handwritten specification is fundamentally required. It is
thus used in situations where failure is too costly, testing too incomplete,
and approximation too imprecise.

In this work, I seek a way to broaden the applicability of deductive verifi-
cation to the features found in modern languages, with the goal of lowering

the cost of using it in real-world settings.

1.2 Staged logic

Program logics Deductive verification of programs is carried out using
program logics, formal systems which view programs as mathematical ob-
jects, and are used to establish judgments that they satisfy their specifications,
which are typically given as logical statements.

Hoare logic is the basis for modern program logics. Its defining feature
is the Hoare triple { P } e {Q }, a ternary relation between propositions P and
Q in some “underlying logic” and a program e, which means roughly that,
given a state satisfying the precondition P, evaluation of the program e in

it will result in a state satisfying Q. Depending on the choice of logic and



the assertions used, a wide variety of properties can be proved about the
behaviours of programs.

Since the inception of Hoare logic, research has focused on scaling it to
the features found in real programming languages. Separation logic, per-
haps its most influential extension, is a substructural logic of resources which
allows reasoning about heap-manipulating behaviors, aliasing, fine-grained
concurrency, and a myriad of other things which may be modelled as re-

sources.

Higher-order effectful programs One combination of language features
that has historically been challenging to support is the interaction of higher-
order functions with effects. The HOPE workshop, a regular feature at ICFP
since 2012, is dedicated to this problem.

While there has been much progress, support for this combination of fea-
tures remains spotty in today’s verifiers, which are overwhelmingly based on
Hoare logic. Amongst automated tools, many do not support verification of
such programs at all [134, 106], build it into their logics primitively [211],
or rely on encodings for partial support [69, 186].

Amongst interactive tools, which support varying subsets of effects, there
is also no consensus on a uniform means of specification, which ranges from
invariants [33] (Section 2.1) to protocols [66] (Section 3.1), non-context-
local triples [202] (Section 4.1), and monads [140, 197, 77] (Section 7.1.2).

To solve these problems, I propose rethinking both the means of specifi-
cation and verification, which I argue are fundamentally what cause them.
To this end, I develop a refinement-based program logic, staged logic. It has
first-class support for the combination of higher-order functions and arbitrary
effects, and provides a uniform means of specification for both. Due to its
elementary nature, it is more generally applicable: in the following chapters,

I demonstrate that it is well-suited to serve as the basis of both an automated



verification tool and a foundational encoding in a proof assistant.

Staged logic Staged logic' is a logic for precisely specifying programs. Syn-
tactically, it is an untyped lambda calculus, extended with specification state-
ments and logical connectives (Fig. 1.1). req and ens are a means of stating
pre- and postconditions. Instead of being just syntactic delimiters for the
components of a Hoare triple, here they are internalised as operations in the

logic. They use propositions o to describe program states.

pu=reqo|ensr.o Specifications
| Ax. @ | @1 @5l @151 05| .. Program elements
| o1V, Apy|Ix. | Vx. ¢ Logical connectives

Fig. 1.1. Syntax of staged logic

Staged logic is intended to serve as the “underlying logic” of a Hoare triple
{¢’}e{r. ¢ }. What would be the precondition is generalised to a history ¢’,
while the postcondition is now a behaviour ¢. Intuitively, the triple means:
¢’ is a description of some historical behaviour which occurred prior to the
execution of e, and ¢ describes the composite behaviour of ¢’ and e. This
setup is shown graphically in Fig. 1.2, where s, s;, s, are program states along

a single execution.

Fig. 1.2. A staged logic triple, graphically

!The name staged logic was chosen in homage to Gherghina et al. [89], where the term
“staged formulae” first appeared. There, it was a means of controlling operational aspects of
how verification conditions were dispatched to provers: “Apart from better sharing, this also
allows verification to be carried out incrementally over multiple (smaller) stages, instead
of a single (larger) stage.” The process of proving a staged logic refinement also occurs
piecemeal in a similar way, as the proof search decomposes a refinement according to the
structure of terms. The partial evaluation around unknowns in staged logic (Section 2.3.2)
is also similar to the same mechanism in multi-stage programming, though this was not the
original intent behind the choice of name. In particular, it allows verification to be “staged”:
carried out incrementally as more information becomes available.



When the meaning is clear from the context, we use “staged logic” to refer
to both the assertion language of Fig. 1.1, and its use in a program logic via
triples.

Staged logic generalises Hoare logic: every Hoare logic derivation can be

injected into staged logic by defining the regular Hoare triple as follows.

{P}e{r.Q}={ensP}e{ensr.Q}

The specification assertion e ::: ¢ is useful when there is no interesting history
to speak of, which gives us another way to define the Hoare triple. In terms
of Fig. 1.2, this situation is illustrated by s, = s; and ¢’ = skip, where skip

is the unit of sequencing.

e ={skip}e{p}
{P}e{r.Q}=e:::reqP;ens r.Q
As staged logic is a program logic, it admits a consequence rule.

CONSEQ

{pste{r. p,} v1 E 3 04 E 9y

{prtelr o}

Since the staged logic assertions are behavioural, the entailment relation in
the premises generalises to refinement C, and is where much of the inter-
esting work lies when constructing proofs. The use of refinement enables
programs to be represented precisely in specifications, smoothening the dis-
continuity that one encounters with language features which are difficult to
reason about compositionally. Proofs become not just simpler but syntactic,
which in turn leaves the door open to automation.

An extended example justifying these claims and exploring their implica-

tions will be covered shortly, in Chapter 2.



1.3 Thesis statement & contributions
The thesis defended here can be stated as follows.

Staged logic is an effective means of automating the verifica-

tion of higher-order effectful programs.

By “effectful”, I mean “using computational effects” [145]. This includes prim-
itive mutable state, effect handlers, and delimited control operators.
By “effective”, I mean that staged logic enables automated verification of

this class of programs.

Contributions The main contributions of this dissertation are as follows.

I propose staged logic, a novel refinement-based logic for reasoning about
higher-order programs with imperative and control effects, which improves
upon the state of the art by enabling precise specifications without interme-
diate abstractions, thereby improving automation.

I investigate its expressiveness by demonstrating how it uniformly han-
dles three distinct flavours of effectful higher-order program (Chapters 2
to 4), hitherto treated in very disparate ways.

I demonstrate its effectiveness by formulating a proof search algorithm
(Section 2.3), implementing it in a new SMT-based verifier, HEIFER? (Sec-
tion 2.3.4), and evaluating it experimentally (Sections 2.4, 3.5, and 4.4).

I provide evidence for its soundness by developing encodings for two
useful fragments of staged logic in Rocq (Chapter 6) and outlining a path
towards a full mechanisation.

Finally, I situate staged logic within the landscape of program verification

in Chapter 7, which justifies its novelty through an extensive survey.

2Higher-order Effectful Imperative Function Entailments & Reasoning



1.4 Publications

This dissertation is based on work described in the following publications.

* Darius Foo, Yahui Song, and Wei-Ngan Chin. “Staged Specification
Logic for Verifying Higher-Order Imperative Programs”. In: FM 2024:
Formal Methods - 17th International Symposium on Formal Methods, Mi-
lan, Italy, Sept 9-13, 2024. Proceedings. Lecture Notes in Computer

Science. Springer, 2024

* Yahui Song, Darius Foo, and Wei-Ngan Chin. “Specification and Verifi-
cation for Unrestricted Algebraic Effects and Handling”. In: Proc. ACM

Program. Lang. ICFP (2024)

* Darius Foo, Viet-Anh Nguyen, Yahui Song, and Wei-Ngan Chin, “Mostly-

Automated Verification for Delimited Control” (under submission)

In the course of my PhD, I worked on a number of other projects. For pos-
terity, publications from them are listed below in chronological order. While
they are not described further in my dissertation, they directly or indirectly
inspired it in many ways. In particular, the experience working on the APLAS
2022 paper made it clear to me and my collaborators that the problem of
reasoning about the temporal behaviors of programs containing algebraic ef-
fects was far deeper than we had anticipated, and worthy of a more thorough

treatment.

* Darius Foo and Wei-Ngan Chin, “Tracing OCaml Programs” (OCaml
2022) [81]

* Yahui Song, Darius Foo, and Wei-Ngan Chin, “Automated Temporal Ver-

ification for Algebraic Effects” (APLAS 2022) [189]

* Darius Foo, Andreea Costea, and Wei-Ngan Chin, “Protocol Confor-

mance with Choreographic PlusCal” (TASE 2023) [82]
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* Yahui Song, Darius Foo, and Wei-Ngan Chin, “Specifying and Verifying

Future Conditions” (SAS 2025)

1.5 How to read this dissertation

For an intuitive look at the key ideas and a first pass through examples,
see: Section 2.1 (higher-order functions), Section 3.1 (effect handlers), Sec-
tion 4.1 (delimited continuations), and Chapter 5 (case studies).

The technical development of the logic spans Sections 1.2, 2.2, 3.2, and 4.2
and Chapter 6.

Chapter 7 provides a literature review of this corner of the field of deduc-
tive verification.

Finally, the dissertation can be read from beginning to end, for an ex-
tended presentation of the logic, interspersed with examples, with features

explained as they are introduced.



CHAPTER 2

VERIFYING HIGHER-ORDER
IMPERATIVE PROGRAMS

2.1 Introduction

The use of effectful higher-order functions is widespread in everyday pro-
gramming. It is thus important to support reasoning about such programs in
automated tools, if program verification is to be applied more widely.

Yet, today, support for such function in tools is spotty — there is no straight-
forward answer to the question of how one can easily work with such pro-
grams in an automated verification setting.

Consider how we would verify the following OCaml program, which com-

putes the sum of a list of integers xs using the higher-order function foldl.

let foldl f acc xs =
match xs with
| [1 -> acc
| x :: t -> foldl f (f acc x) t

foldl (fun t x -> x + t) 0 xs

This is a purely functional program, and so can be verified in two distinct

ways by automated (SMT-based) tools.

Approach 1 We can view foldl as a mathematical function, and its argu-
ments as mathematical objects. This view allows us to embed it in a
logic, such as the first-order logic of Why3, a state-of-the-art automated
verifier. We can then state and prove properties of it directly, using stan-

dard relations as well as mathematical functions like sum (Fig. 2.1).

The statements may require a little insight; for example, generalisation
of the induction hypothesis (over the accumulator acc). However, the

proofs are practically automated: here it suffices to invoke the Why3



function foldl_pure
(f:'b -> '"a -> 'b) (acc: 'b) (xs: list 'a) : 'b =
match xs with
| Nil -> acc
| Cons x t -> foldl_pure f (f acc x) t
end

goal g : forall xs:list int, acc:int.
foldl_pure (fun t x -> x + t) acc xs = sum Xs + acc

Fig. 2.1. A direct statement of a property of foldl

tactic induction_ty_lex, which heuristically produces an induction hy-
pothesis (from the only structurally inductive argument and the form
of the goal). An SMT solver then easily discharges the resulting proof

obligations.

Equational reasoning, often used on functional programs, is a special

case of this approach, which may in general involve other relations.

Approach 2 We can also view foldl as a program and verify the call to it
using Hoare logic. For that, we would construct a derivation of the

Hoare triple in Fig. 2.2.

{true} foldl (At x.x +t) Oxs{r.r =sumxs}

Fig. 2.2. A Hoare triple specifying a use of foldl

As the top-level construct is an application, we would need a specifica-
tion for foldl. Having written one, we would prove that the body of

foldl satisfies it before using it to verify this call.

Looking at the body of foldl, the call to f in the recursive case imme-
diately seems problematic: nothing is known about f, so we cannot
proceed. We must somehow strengthen the precondition of foldl to

say something about how f and the result of foldl are related.

10



let rec foldl (ghost inv : list 'a -> 'b -> bool)
(f:'b -> '"a =-> 'b) (acc: 'b) (xs: list 'a) : 'b
variant { xs }
requires { inv Nil acc }
requires { forall acc x ys.
inv ys acc ->
inv (ys ++ (Cons x Nil)) (f acc x) }
ensures { inv xs result 7}
= match xs with
| Nil -> acc
| Cons x t -> foldl inv f (f acc x) t
end

Fig. 2.3. A specification for foldl in Why3, using an invariant

A standard solution is to use an invariant (Fig. 2.3), which we param-
eterise the specification of foldl over, using a Why3 ghost parameter.
inv is a property relating the prefix of the input list xs thus far accumu-
lated to the accumulator acc. In the precondition, we require that the
invariant holds initially, when the prefix is empty and the accumulator
is at its initial value acc, and that it is preserved across the execution
of f: assuming that the invariant holds of the current prefix ys and ac-
cumulator, it holds on the extension of the prefix by the element x that
will be given to f, as well as the result of f. Finally, the postcondition

ensures that the invariant holds of the result and the entire list.

Note, crucially, that f appears as an argument to inv, in a logical asser-
tion — it is treated here as a mathematical function, even though the

use of Hoare logic suggests that it and foldl are programs.

Proving that foldl satisfies this specification is simple. We know that
the invariant holds inductively, and since f preserves it, it must hold at

the end of the recursive case.

With this specification, the Hoare triple from earlier can be proved.

We state it in the form of a Why3 lemma (Fig. 2.4). Note that we must

11



provide a concrete invariant (or ghost argument) for this particular
call to foldl, which says that the intermediate results of foldl on the

prefixes of the input list are the sums of the elements of those lists.

let lemma foldl_sum (xs : list int) : int
ensures { result = sum xs }
= foldl (fun pre r -> r = sum pre)
(fun t x -> x + t) @ xs

Fig. 2.4. An invariant for foldl, given to prove a Why3 lemma

Tradeoffs Comparing the two approaches, we see that the second is con-
siderably less automated than the first. Not only did we have to write a
specification for foldl, which took creativity, we had to supply an invari-
ant, a problem-specific semantic property, which the induction hypothesis of
foldl_pure already hinted at.

The tradeoff is that the use of a program logic enables compositional rea-
soning. Furthermore, Approach 2 is able to handle programs with imperative

behaviours, as we will see shortly.

let ¢ = ref 0 in
foldl (fun () x -> c := x + lc) () xs; lc

Fig. 2.5. A use of foldl involving a closure

Imperative programs Now, consider the use of foldl in Fig. 2.5. It com-
putes the sum of the list by accumulation, as before, but it does so using a
closure, whose imperative effect on a captured reference to a mutable cell ¢
accumulates the numbers in the list.!

This is a perfectly natural OCaml program to write, but perhaps surpris-
ingly, this small change leads to a feature cliff: it can no longer be verified

by Why3.

!Thanks to Olivier Danvy for suggesting the imperative statement of foldl, which led to
this example.

12



Why? Consider how the two approaches from before are affected. They
differed in whether foldr was treated as a program or a mathematical func-
tion. However, in both cases, the argument to foldr was treated as a mathe-
matical function and embedded directly in a first-order logic formula, giving
us no way to talk about its effect.

This problem extends beyond Why3, to other mature automated veri-
fiers [172, Section 2]: for example, Dafny also cannot verify this program for
the same reasons, and there is no consistent way to verify this in Viper-based
verifiers, though variants for specific languages contain extensions which can
handle it (e.g., Prusti, though it targets Rust and relies on the guarantees of
Rust’s ownership types; and Gobra, which has primitive support for stateful

closures).

2.1.1 Invariants in separation logic

One might wonder: how do interactive tools, which have access to more
expressive logics, handle this example? As it turns out, separation logics
such as Iris can be used to verify it using Approach 2.

The key insight they rely on is that the invariant inv is now a separation
logic predicate, i.e., a value of type (list 'a -> 'b -> hprop), where hprop
:= (heap -> bool), which allows it to represent the state-changing effect of
the closure f.

This leads to the following specification (Fig. 2.6), in Iris-like syntax.

Y Inv f xs acc.

Inv [] acc *
{ Yaccxys. {Invys acc} f acc x {r. Inv (ys++[x]) r} }
foldl f acc xs

{result. Inv xs result}

Fig. 2.6. A simple specification for foldl in separation logic [33]

As before, Inv is a parameter, represented now by a higher-order quan-

tification. This time, the fact that f preserves the invariant is represented by

13



a nested Hoare triple, which is necessary because f is a program, not a math-
ematical function. The proof that the body of foldl satisfies this specification
is otherwise very similar.

On to the use of foldl. We specify the call using a separation logic triple
(Fig. 2.7), which states that initially there is some location in memory £ with
value a. The specification guarantees that the location has its value incre-
mented by the sum of the elements of xs. [—] injects a first-order proposition
into separation logic.

Via. {{—a}lfoldl (..) QOxs{r. L — (a+sumxs)*[r=0]}

Fig. 2.7. A separation logic specification for the call to foldl in Fig. 2.5

To prove this triple, we would use the triple in Fig. 2.6 with the invariant

(Aprer.£— (sum pre)*[r = ()]), which is similar to the one given in Fig. 2.4.

The one-spec-per-use problem The use of separation logic solves the im-
mediate problem. However, this general approach has a rather severe short-
coming, which only becomes apparent once variations of the particular use
of foldl from above are considered. The authors of the Iris Lecture Notes [33]

recognise this:

Different clients may instantiate [foldl] with some very different
functions, hence it can be hard to give a specification for f that
is reasonable and general enough to support all these choices.
In particular knowing when one has found a good and provable

specification can be difficult in itself.

In other words, even though the specification as written is very general,
it is not sufficient to verify all uses of foldl. There are two fundamental is-
sues with such intermediate specifications which make use the use of semantic

properties of the underlying logic to represent effects.

1. Consider the specification in Fig. 2.8.
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YInvP f xsacc.
{[allsz]*Inv [1acc * }

VY xaccys. {[P x]*Invys acc} f acc x {r. Inv (ys++[x]) r}
foldl f acc xs

{result. Inv xs result}

Fig. 2.8. A specification for foldl with a stronger precondition [33]

It is similar to the one in Fig. 2.6, but is additionally parametrised over
a unary predicate P, a precondition for f. P holds individually of each
element x of the list. For consistency, we may wish to propagate the
precondition outwards, requiring all P xs holds in the precondition of

fold.

While this approach is natural, it is somewhat ad hoc: the choice of
the (unary) form of P is rather arbitrary, and constrains the kinds of

properties one can use.

* Suppose one wanted to rely on a property concerning consecutive
elements of the list. One would have to write a new specification,

with a property parametrised over xs.

* What if one passed an argument such as (Ax t.assert x > t;x+t)?
This would require a property relating each element and suffix-

sum. Again, neither P or Inv would be sufficient.

Making all these choices upfront would produce a specification parame-

trised over all sorts of extraneous predicates, which is also untenable.

The point is that this approach requires one to commit to a parametri-
sation of a fixed form, which clearly cannot work for all cases. I refer

to this as the one-spec-per-use problem.

. What if we passed the argument (Ax t.raise E)? This approach clearly
cannot cope with this, as the invariant cannot be maintained — the ef-

fect of this function cannot be described in terms of program states.
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This highlights the fact that the invariant over separation logic resources
is only a representation of a specific kind of effect. It does not generalise
to other kinds of effects because it does not faithfully describe the ef-

fects themselves.

To recap, our options today for automatically verifying effectful higher-
order programs are as follows, with the problems presented in the order they

were introduced. Neither is ideal.

Approach 1 Less compositional, and ultimately inapplicable, as we are not

working with pure functions.

Approach 2 Less automated, one-spec-per-use problem, requires underly-

ing logic that can represent effects.

Towards a solution Backtracking a little, suppose we allowed ourselves to
imagine a logic where Approach 1 could apply. This is the motivation for
staged logic. It is a simple, unifying viewpoint on the problem which com-

bines the advantages of Approaches 1 and 2, while solving their problems:

* It is formulated as a program logic, retaining the compositionality of

Approach 2.

* Like Approach 1, an intermediate specification for foldl is not required,

and a standard induction hypothesis is used instead of an invariant.

* The one-spec-per-use problem is solved by not requiring one to commit
to a parametrisation, or any other kind of representation or proxy for
describing higher-order functions and effects. This is done by main-

taining a precise account of effects and their ordering.

* As staged logic is itself a direct means of describing effects, the under-

lying logic is not used or required to represent effects. For example, to
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reason about programs that use exceptions but no mutable state, there

would be no need to use separation logic as the underlying logic.

In the rest of this chapter, I make these points concrete, and illustrate
how staged logic does these things in the setting of programs with imperative
effects (with exceptions covered later, in Section 3.1.3). Subsequent chapters
(Chapters 3 and 4) generalise this to arbitrary control effects and provide a

formal treatment (Chapter 6).

2.1.2 Imperative effects in staged logic

We start with the language of staged logic from Fig. 1.1, which allows us to
both model and specify programs. In the former view, staged logic is a (higher-
order) intermediate verification language (IVL) [149], where one may mix
specifications and programs. In the latter, it is a logic in which one may
use quantifiers and other standard connectives, assert and assume arbitrary
propositions, and talk about programs using fragments of syntax.

Our approach to proving the triple in Fig. 2.7 will be as follows.
1. We model foldl (and its argument f) in staged logic, such that
fig foldl f a xs::: foldl g a xs
both hold by construction.
2. We prove the refinement
foldl g ) xsCreql—a;ens r.f— (sumxs+a)x[r=()]
with the specification also given in staged logic.

3. We use the rule of consequence to piece both of these together into a

proof of the assertion:

foldl f axs:::reql—a;ens r.{— (sumxs+a)x[r=()]
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which is equivalent to the triple in Fig. 2.7.

First, we model the foldl program (Fig. 2.9). This is a direct translation of
the constructs of the program to the corresponding connectives in the logic.
We use disjunction to model the branches of the match and existentials for the
destructured variables. When modelling programs, ens allows us to assume
conditions on values; we use it both for the assumptions on the form of the
match scrutinee in each branch, and to describe what the result of each branch
should be, via the binder res. Calls to recursive and unknown functions are

represented directly, in their sequential order.” Binding is written ¢1; 1. ©,.>

foldl f acc xs =
ens r.xs=[] A r=acc
V Jht. ens xs=h::t;

let foldl f acc xs =
match xs with
| [] => acc

| h o:: t => f acch;r.
foldl f (f acc h) t foldl f rt
(a) foldl (b) foldl

Fig. 2.9. foldl program in staged logic

Next, we prove the entailment:

Via.foldlg OxsCreql —a;ensr.{— (sumxs+a)*[r=()]

Interestingly, the proof can be completely automated.

Proof. We proceed by induction on the structure of xs. Unfolding foldl and

focusing on the inductive case, we get the following entailment.

ens xs=h::t;f () h;r.foldl f rt
Creq{ —a;ensres. L — (sumxs+a)x*[res= ()]

Rewriting the call to foldl using the induction hypothesis and unfolding

2For simplicity, we assume that effects only occur when functions are fully applied, i.e.,
partial application is assumed to be pure. It is possible to relax this by sequencing every
application, at the cost of more verbosity and intermediate names.

3In the syntax of staged logic, binders are always followed by a period.
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f, we get a lengthy sequence of req and ens.

ens xs=h::t;
Vi.reql—i;ensr.({— (i+h)«[r=0]);r

Va,.reql— a;;ensres.{ — (sumt+a;)*[res = ()]

Creql—a;ensres.l — (sumxs+a)x*[res=()]
It looks more complex than it is: a description of all the state changes to
x which occur along this program path. The underlined portion is notable
because it can be subjected to simplification. Intuitively, when on the left side
of an entailment, an ens can be understood as a separation logic assumption,
producing a piece of heap, while req can be seen as an obligation, consuming a
piece of heap. This view lets us “cancel” them; the mechanism which enables

this is biabduction [42].

H,xH,FH,*xHp

BIAB
ens H,;req H, E req Hy; ens H;

We can view this simplification of the formula representing the program
as a kind of symbolic execution, analogous to what separation logic verifiers
typically do. req and ens can be seen as an internalisation of the operational
behaviour of heap entailment.

What remains to be proved, then, is the following.

Vi.req{ —i;ensres.{— (sumt+ (i +h)) *
[res=()Axs=h::t]
Creq{ —a;ensres.{ — (sumxs+a)=*[res= ()]
Now, we see that both sides of the goal consist of a single pair of req and ens.
This allows it to be reduced to separation logic entailment via the following

two rules.

H,+ H, Vv.Q,vFQyv

req H, Creq H, ens Q; L ens Q,
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The two entailments follow.

0= (sumt+(a+h))=*
Vil—ik{l—a [res=(0Axs=h:t]
F £ — (sumxs+a)*[res=()]

The one on the right can be reduced to the following first-order obligation,
which is easily dispatched by an SMT solver with standard list and arithmetic
theories.

res=()Axs=h:t
=sumt+(a+h)=sumxs+aAres=()

2.1.3 Maintaining precision

What exactly enabled the automation? The crucial difference from the stan-
dard separation logic approach in Section 2.1.1 is that we were not forced
to come up with an abstraction for the behaviour of foldl immediately, in the
form of its invariant-parametrised specification. Instead, we simply left the
parts which were difficult to handle in the specification, until we knew enough
(i.e., saw the definition of the closure argument) that proving something
meaningful was easy. In other words, we retained a precise specification of
the essential portions — the ordering of effectful higher-order calls — while
abstracting away things like the concrete state changes which occurred.

The insight from this example is simply that some language features are
inherently challenging to specify modularly, because they depend on things
external to the program being specified. While feature- or even problem-
specific insight can be employed to write down an adequate specification,
such a specification will certainly be lossy.

I argue that it is simpler and more productive to sometimes allow the
extent of a modular treatment for a particularly tricky language feature to be:
to let it be represented in the specification, then to handle it (in)equationally

in the logic at a later point. This results in a smoothening of the discontinuity
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in what a state-based logic can represent: proofs become simpler and remain
syntactic, which in turn enables automation.

In the rest of this chapter, we provide a more formal treatment of what
we have seen so far, by fixing a syntax and semantics for staged logic, then
describing the ingredients needed for a proof search procedure which imple-
ments the automation from the previous section.

In the following chapters, we apply this methodology to the verification
of more kinds of effectful programs.

For a first pass through this dissertation, it is possible to jump to Sec-
tion 3.1 (effect handlers), then Section 4.1 (delimited continuations) to get

a sense of the breadth of the framework.

2.2 Staged logic

Having introduced staged logic in Section 1.2, we now take a closer look at
its workings. The definitions and rules here (and in Sections 3.2 and 4.2)
are given in a form optimised for clarity and use in case studies, and are
formulated differently from the mechanised versions in Chapter 6; I note the

key differences as they occur.

Syntax The syntax of core staged logic is given in Fig. 2.10, along with defi-
nitions to recover the idealised syntax of Fig. 1.1. State formulae o have been
specialised to separation logic heap propositions H, where [P] injects a pure
proposition P into H. req and ens are not primitive, and are defined in terms
of produce and consume,* as well as assume and assert for pure proposi-
tions; we assume their state formulae are normalised into a heap-only portion
and a pure portion. req and assume have a “continuation” parameter ¢ for

reasons relating to how their semantics is defined. A separate constructor

“These are the standard operators for symbolic execution-based separation logic verifi-
cation [138], also called inhale and exhale in Viper [149].
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¢ ::= produce H | consume H Specifications
| assert Py | assume P
| Ax.o | f @@ ps| @ @, | rety Program elements
| o1Vl Apy | Ix. @ | Vx. @ Logical connectives

H:=emp|{—v|H*xH|[P]|T|H—-~H|H-®H]|... Separation logic

013 P2 = P15 . Py req (H *[P]) ¢ = consume H;assume P ¢
reqH; p =reqH ens (H x[P]) = produce H; assert P
ensr.[Pr]=3r.ens[Pr];retr skip = ret () 1 = assert false

T = assume false skip

Fig. 2.10. Syntax of core staged logic

ret v has been added for pure values. We also add applications of unknown
functions f ¢.° It is possible to represent them extrinsically using meta-level
quantification, as we did earlier, but to discuss their semantics, we represent

them intrinsically here.

Semantics Staged logic describes computational behaviour, so its models
are conceptually traces: sequences of program states. As we work in sep-
aration logic, we identify a program state with a heap, a finite partial map
from locations ¢ to values v. A simple model for staged logic comprises an
initial heap, a final heap and a result value — the observable summary of a
trace. Because ¢ may contain uses of unknown functions, we augment the
model with a specification environment £, a finite partial map from variables
to staged logic functions Ax. @, to give them interpretations.

The semantics of a staged formula can thus be given via the satisfies rela-

>In the original papers on staged logic [83, 190], calls to unknown functions were repre-
sented as f (v, r) (with a relational output parameter r), and sequencing was used instead
of bind, with outputs existentially quantified, e.g., 3r. f(v,r); g(r, ;). This encoding also
works for the purposes of this chapter, but breaks down in the presence of continuations,
which may produce multiple result values, whereas an existential can only be instantiated
with a single value. Representing the continuations explicitly with bind solves this problem.
The relational form f(v,r); ¢ can be reinterpreted as f v;r. ¢ (hence the choice of this
syntax).
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tion £,hq, h,, RE @, defined in Fig. 2.11. It resembles a nondeterministic big-
step operational semantics. R is some type of outcome, which we specialise
to values v for now. SCONSUME and SPRODUCE are the standard definitions
of consume and produce, adding and removing® a piece of heap h, satis-
fying H. SASSUME and SASSERT allow working with arbitrary propositions;
the second parameter of assume is notably required because its semantics
is defined in terms of metalogic implication, allowing the “continuation” ¢
to rely on P. Next are the lambda calculus (SLAMBDA, SAPP) and monadic
(SRET, SBIND) fragments, which are standard. The only notable addition
here is SUNK, for unknown functions, and the one place at which the specifi-
cation environment £ is used; it can be seen as an interalised quantification
over possibly-effectful implementations of f, through the quantification over
E. The logical fragment (SEXISTS, SFORALL, DISJOINTL, DISJOINTR, SCONJ)

lifts metalogic connectives and enables nondeterminism.

2.2.1 Entailment

To support reasoning at the level of staged logic, with higher-level induction
and rewriting principles instead of with pieces of heaps, we introduce an
entailment relation C. This is also the refinement relation, if we think of a
staged logic term as a program in an IVL. As a first approximation, we define

it intensionally, as a direct lifting of implication to staged logic.

Definition 2.1 (Entailment and equivalence).

¥1 E ') = Vghl hZR (gah17h27RI: ®1 = g:hlshZJR ': SDZ)

PL=P =01 E P, AP E gy

This semantic definition is useful to justify the soundness of the entail-

®The original papers on staged logic [83, 190] gave the definition of req as (£, hy,hy, v =
req Hp = Vh,h,. (hy =h,oh. Ah, B H = &,h,,hy,v F ¢)). This was problematic as
it could be satisfied vacuously by a heap that could not be split, which necessitated the
decomposition into produce/consume and assume/assert.
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£,hhRE ¢

SCONSUME SPRODUCE
Elhphr.hp|=H/\h1=hp0hr/\h2=hr Elhp.hPIZH/\hZZhlohp
E,hy,h,y, () F consume H E,hy,h,y, () F produce H
SASSUME SASSERT
P= & h,hy,,vE @ P
E,hy,hy,,v Eassume P ¢ E,h,h,() E assert P
SAPP
E,hy,hy, (Ax. @) E 9y SUNK
57h37h41V':()02 g(f):)'X(p
SLAMBDA 5’ h4’ h2’ r ': (Pb[V/X] g: hl:hZJ r ': SD[V/X]
5:h:h,(lx-¢)lzlx-¢ g:hljhbrlzwl ‘pZ £)h1>h29r|:fv
SBIND
E,hy,hs,vi F @
SRET E,hs, hy, v E @o[vy /1]
E h h,vEretvy E,hi,hy, vVE ;1. @y
SEXISTS SFORALL
ElCl. (g}hlthJV |: (P) Va’ (gxhlﬁhZ:V ': QP)
E,hi,hy,,vEda. ¢ E,hi,hy,,vEVYa. ¢
SCoNJ
DISJOINTL DISJOINTR E,hy,hy, vIE @y
E,hi,hy,vE @ E,hi,hy, vE @, E,hi,hy, vE @y

E,hy,hy, vE @1V @, E,hy,hy, vE @1V, E,hy,hy, vE @1 A g,

Fig. 2.11. Semantics of staged logic

ment rules in this section and in Sections 2.3.2 and 2.3.4.

Properties of entailment Entailment is a preorder (reflexive and transi-
tive), and equivalence is an equivalence relation. Using both, we can now
state properties of staged logic terms.

Fig. 2.12 shows some of the more interesting properties of the logical
and monadic fragments, particularly their interactions. Within the logical
fragment, many standard properties apply: for example, disjunction is asso-
ciative, commutative, idempotent, and has | as an identity element and T as

annihilator; these are not shown. T and L are the top and bottom elements
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of the staged logic lattice. The logical connectives distribute over entailment
as one would expect; dual ones are omitted for brevity. In the monadic frag-
ment, skip is the left unit of sequencing, and the right unit only when ¢ has
a unit-valued result. Bind is associative and subject to eta-reduction. Dis-
junction distributes over sequencing. Quantifiers do as well, but only in one
direction, because ¢; may depend on x. When combined with sequencing,
1 has its conventional interpretation as “dead code” or “unreachability”, al-

lowing anything after it to be ignored.

¢Eo
8 T DisJL DIsJR
ot op P1Ews @ E s v3 & ¢,
1lEo eET 01V, E @y P3sE @1V,
EXL ExR FORALLR FORALLL
Vx. (¢ xE o) PpT ' x Vx. (¢1 E ¢,) ©1 C ¢,
(Fx.¢'x)Ep eEdx. ' x P1 EVx. 0, (Vx. 91) E ¢,
SEQUNITL SEQUNITR BINDETA
‘P[()] SEQBOTL
skip; p = ¢ p;skip=y L;p=1 p;x.retx =g
BINDASSOC
(151 P2); 1. 03 = @157 (Po577. P3)
DISJSEQDISTR FORALLDISTRR
©1 V(P25 93) = (01 V 93); (91 V 3) 01;(Vx. ) EVx. 9159,

Fig. 2.12. Select entailments (logical and monadic fragment)

Pure specifications Fig. 2.13 shows properties of the pure specification op-
erations assume and assert. They are pleasingly dual. assert is covariant

while assume is contravariant. Furthermore, there is an adjunction between
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ASSERTINTRO ASSERTELIM ASSUMEINTRO ASSUMEELIM

p P
@ E assert P; ¢ assert P; o C ¢ @ Eassume P ¢ assume P o C ¢
ASSERTCOV ASSUMECONTRA
Pp=P, ¢;E P,= P, P,= (91 Ep,)
assert P;; ¢, C assert P,; ¢, assume P, ¢, C assume P, ¢,
ASSERTASSUMEADJ

(assert P; ¢, C ¢,) < (p; E assume P ¢,)

ASSUMEREASSOC

(assume P ¢,); ¢, C assume P (p;; p,)

Fig. 2.13. Select entailments (pure specification)

them: an assume on the right is equivalent to an assert on the left.” The
rule is useful for verification: given a precondition as an assume on the right,
this allows the program, which is usually on the left, to rely on it. The dual
statement, where assume and assert are swapped, is also true, but trivial
because both operators collapse to identity. The last rule, ASSUMEREASSOC,
allows reassociating assume over sequencing, showing that this “continua-
tion” representation does not lose expressiveness: it is always possible to re-
associate assumes into a linear sequence. The converse of ASSUMEREASSOC

may not hold as ¢, may be dependent on P.

Stateful specifications Next are the properties for produce and consume.
As operations, both technically have preconditions: produce H disjointly
adds a piece of heap h satisfying H, and so requires h to not already be in the
heap; consume H disjointly removes a H-piece, and dually requires it to be
present. We thus need to generalise the notion of refinement between these

operations to make it conditional.

"To understand intuitively why this statement holds, case on P. If P is true, it’s trivial.
If P is false, on the left, we have assert false, which has no behaviour, so the left side is
vacuously true; on the right, we have assume false ..., which has all behaviours, so the right
side is also vacuously true.
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Definition 2.2 (Conditional refinement).
H+-p,Cy,=Vh,. h,FH=>
VEhyR. (E,hy,hy,RE ¢ = E,hy,hy,RE ¢,)

To state these preconditions generally, a modest extension to the language
of heap propositions is needed. Iintroduce two framing modalities A H (“con-
tains H”) and AH (“missing H”).® They are modalities in the sense that
they are unary operators on heap propositions that change how they are in-
terpreted; in this case, they change a precise heap proposition into a heap
proposition up to an implicit frame. A H is satisfied by any heap containing
a H-shaped piece; in other words, a H-shaped piece and an arbitrary frame.
AH is satisfied by any heap missing a H-piece; the current heap acts as a
frame around that piece. Both can be defined in terms of standard connec-
tives; A H requires the relatively obscure septraction connective [205], the
existential dual of the magic wand. Fig. 2.14 gives these definitions, and
some properties of the modalities.

Every heap contains and is missing the empty heap. Both modalities
are monotonic with respect to heap entailment. Containment is idempo-
tent: containing a heap that itself contains H is the same as containing H;
nested framing does not add information. CONTAINSSELF allows the frame
to be empty. CONTAINSSEP shows that containing a combined H, x H, allows
exposing one part and leaving the remainder hidden inside the remaining
heap. MISSINGSEP is analogous: having room for H; x H, is the same as re-
moving H; from a heap missing H,. Existentials distribute over both modal-
ities as expected. CONTAINSMISSINGSEP relates the two: a heap contains H
exactly when it can be split into the actual H piece and some residue that
is missing the same piece. Nesting the modalities can be rather unintuitive.

MisSINGCONTAINS is true because A H is existential, due to the use of septrac-

8AH is in Iris as the (absorb) H modality (though it is trivial there, as Iris is affine;
the separation logic we work with is not). AH is novel, though it is a simple extension of
septraction.
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tion: it suffices to exhibit some disjoint H-piece. From a witness for A A H,
we can take the piece satisfying H and ignore the frame. CONTAINSMISSING
is similar: it means that “some contained heap piece is missing H”. The
canonical choice of that piece is the empty heap, which is missing H exactly
when H is satisfiable: if some heap satisfies H, it is automatically disjoint
from the empty heap. Two containment facts can be merged. Finally, A H
can be weakened, or framed: knowing that H is contained somewhere in a

heap, adding to the frame does not change this.

AH AH

T £ AT
H,«H, = Ah.3h;h,.h;EH, Ah,=H,Ah=h,oh,
H,-®H, = Ah.3h,.h,EH, A(hoh))EH,
AH = HxT
AH = H-®T
c . M B CONTAINSMONO MISSINGMONO
ONTAINSEMP ISSINGEMP H1 = H2 H1 = H2
Aemp=T Aemp=T AH, - AH, AH,FAH,
CONTAINSIDEM CONTAINSSELF CONTAINSSEP
AAH=AH H\-AH A(H,«H,) =H,+«AH,
MISSINGSEP CONTAINSEXISTS
A(H,*H,)=H,-® AH, A(dx.Hx)=3dx. A(H x)
MISSINGEXISTS CONTAINSMISSINGSEP MiSSINGCONTAINS
A(dx.Hx)=3x. A(H x) AH=HxAH AAH=AH
CONTAINSMISSING CONTAINSSEPSYM CONTAINSFRAME

AAH=[SatH]*T AH,xAH,= A(H,*H,) AHxH, - AH

Fig. 2.14. Framing modalities, and some of their properties

With the two framing modalities in hand, the properties of produce and
consume can be finally be stated succinctly (Fig. 2.15).

First, somewhat unintuitively, on pure propositions produce and con-
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sume are equivalent to assert. This is because a program using either oper-
ation must demonstrate the existence of a(n empty) piece of heap satisfying
the proposition, which is tantamount to asserting/proving it. For the same
reason, both are covariant as well.

Next, there is an adjunction between produce and consume, analogous
to the one between assume and assert, but with additional conditions. First,
H must be precise: the heap satisfying it must be uniquely determined. This is
to ensure that produce and consume act on the same piece of heap. Further-
more, framing modalities may be introduced. To see why, consider the left-to-
right direction of PRODUCECONSUMEADJ. Suppose we know produce H; ¢, C
5. This means ¢, requires a pre-heap containing a H-piece, while ¢, does
not, and in fact produces such a piece, as the refinement is true. Therefore,
to prove ¢, C consume H; ¢,, we need a pre-heap A H, where ¢, executes,
and where we must first consume before we can “run” ¢,. The other three
directions are analogous.

The other rules are practical ones, useful for proving entailments. We
can reduce produce and consume on either side to skip under different
conditions, and cancel them on both sides by flipping the modality, and fuse
them. The final rule, BiAB, enables symbolic execution, by allowing us to
transpose a produce followed by a consume. H, must be precise because
after producing H,, there may be more than one H,-shaped piece unless H,

is precise.

Theorem 2.2.1 (Soundness of Entailment Rules). Given an entailment ¢, E
@., every behaviour of the consequent is one of the antecedent, i.e. if €,h;,h,,RF

Pq then £, hy,hy,RE ..

Proof. See Section 6.1. O
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precise H=VYh;h,.hy FEH=>h,EH = h; =h,

CONSUMEPURE PRODUCEPURE
assert P = consume [P] assert P = produce [P]
CONSUMEMONO PRODUCEMONO
H,FH, H,FH,
consume H; E consume H, produce H; C produce H,
PRODUCECONSUMEADJ
precise H

produce H; ¢, & ¢, < AH}F ¢, E consume H; ¢,

CONSUMEPRODUCEADJUNCTION
precise H

consume H; ¢, E ¢, & AH | ¢, C produce H; ¢,

PRODUCECONSUMECANCEL CONSUMEPRODUCEINTRO
precise H
produce H;consume H C skip A H - skip C consume H; produce H
CONSUMEPRODUCECANCEL PRODUCECONSUMEINTRO
precise H
consume H; produce H C skip A H F skip C produce H; consume H
CONSUMECANCEL PRODUCECANCEL
H,+H, AHF ¢, E ¢, H,+H, AHF @, E o,
A H - consume H;; ¢; C consume H,; ¢, AH \- produce H,; ¢, E produce H,; ¢,
PRODUCEFUSE

produce H,; produce H, = produce H, x H,

CONSUMEFUSE

consume H,; consume H, = consume H, x H,

B1AB
H,«H,FH,xH, precise H,

produce H,; consume H,; ¢ C consume H,; produce H;; ¢

Fig. 2.15. Select entailments (stateful specifications)
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2.2.2 Reasoning about programs

In this section, we take a short detour to formalise the relation between
staged logic and programs. To continue the progression towards a proof

search procedure, skip ahead to Section 2.3.

e = Xx|v|letx=ejine, | Ax.e|Afx.e|e; e,]|asserte|

if e; then e, else e | ref e | e :=e, |le

Fig. 2.16. Core language

Core language We begin with the definition of an ML-like core language
(Fig. 2.16), with higher-order functions and primitive state. Expressions are
assumed to be in A-normal form (ANF); sequencing and control over eval-
uation order may be achieved using let-bindings, which define immutable
variables. Mutation may occur through heap-allocated refs. assert allows
proofs of program properties to be carried out at arbitrary points.

We assume a standard set of values v, including the unit value (), integers
i, strings s, boolean values true and false, tuples (v;, v,), lists built using con-
structors [] and ::, recursive and non-recursive lambda expressions Af x.e
and Ax.e, and locations ¢.

A big-step reduction relation E, h,,e ~ h,,v (Fig. 2.17) is used to define
the semantics of programs. As before (Section 1.2), program states are rep-
resented by heaps, and program environments E are the program analogue
of specification environments, mapping variables to function values.

let-bindings are handled by (capture-avoiding) substitution in BIGLET,
avoiding the need for a separate store. Function application is handled by
BIGAPPFUN and BIGAPPFIX if functions are known; if they are unknown, i.e.,
a variable f, which would otherwise be stuck, the rule BIGAPPUNK applies.
Due to the use of ANF and substitution to handle let-bindings, this situation

only occurs when a function without a prior definition is applied. Hence, en-
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E,h,e~ h,v

BIGAPPFUN
BIGVAL BIGASSERT E,hy,e[v/x]~ hy,R
E h,v~ h,v E, h,(assert true) ~ h, () E,h;,(Ax.e) v~ h,,R
BIGAPPUNK BIGAPPFIX
E,hy,(E(f) v)~ hy,R E,hy,elv/x][(Afx.e)/f]1~ hy,R
E,hla(f V)/\’)h27R E:hlz(kfx'e)v,\’)hZ)R
BIGLET BIGREF
E,hy,e; ~ hg,v ¢ ¢ dom(h,)
E,hy,e5[v/x]~ hy,R hy =hy[l — V]
E,hq,(let x = e, in e;) ~ h,,R E,hq,(ref v)~» hy, L
BIGIFT BIGDEREF
E,hy,e; ~ hy,R ¢ € dom(h)
E,hy, (if true then e, else e;) ~» hy, R E,h,(14)~» h,h(¢)
BIGIFF BIGASSIGN
E,h,,e5~> hy,R ¢ € dom(h)
E,hy, (if false then e, else e;) ~» hy, R E,h,({:=v)~ h[{ - V],R

Fig. 2.17. Big-step semantics
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vironments enable talking about open programs by deferring their closure to
the point where an environment is provided. We say more on this subject

shortly, when we discuss the soundness of staged logic.

Specification assertions We relate a program and a staged formula via a
specification assertion, a binary relation e ::: ¢, named by analogy to a type
assertione:T.

A specification assertion may be thought of as a generalization of the
Hoare triple —a triple { P } e { Q } is equivalent in meaning to e ::: req P;ens Q.
However, there are staged logic specifications which cannot directly be writ-
ten as Hoare triples, at least without further parametrisation at the meta-
logical level; a simple example is the open programe; f v ::: req P;ens Q; f v,
where an unknown function f is called after e. An equivalent specification in
Hoare logic would require quantifying over some invariant of f , or properties
representing (approximations of) its pre- and postconditions, as mentioned
in Section 2.1. In this view, the use of unknown functions in staged logic can
be seen as internalising this quantification syntactically, as a means of giving
specifications which can talk directly about program behaviour.

Fig. 2.18 contains mostly syntax-directed rules for not just reasoning about
programs, but deriving the staged logic form of a program. Focusing on the
latter reading gives a us a means of verifying that a program conforms to a
specification, via the rule of consequence FCONSEQ, the only rule that is not
syntax-directed: to verify e ::: ,, it suffices to derive a specification ¢, for
e, then check the entailment ¢; C ¢,.

The FVAL rule relates a value v to ret v. In FLET, we first derive a spec-
ification ¢, for the expression e; being bound, and, given that its result is v
— denoted by ¢[v] = VEh hyvy. €, hy,hy, vy E ¢ = v, = v — we substitute
v into e,, derive its specification, then simply sequence the (effects of the)

two specifications. Given the use of ANE let-bindings are the only place at
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FLET
FCONSEQ e i pq[v]
et P Epy FVAL e [v/x]:i g,
el @, viiretv (let x =einey) i P15y
FAPPFUN FAPPFIX
e[v/x]:: ¢ e[v/x][(Afx.e)/f] i ¢ FAPPUNK
(Ax.e)v::e (Afx.e)vie fviifow

FIF
€11l P ey il Py
(if b then e, else e,) ::: (assert (b = true); ¢;)
V(assert (b = false); ¢,)

FDEREF FASSIGN
£ :::dy. consume (£ — y) (£:=y):::dv. consume (£ — v)
produce ({ — y);ret y produce ({ — y);ret ()
FREF FASSERT
(ref v) ::: 3L. produce (£ — v);ret £ assert b ::: assert (b = true)

Fig. 2.18. Specification assertions
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which effects are sequenced. The use of substitution again allows us to avoid
having stores as part of the model.

The next three rules concern function application. FAPPFUN and FAPPFIX
are standard rules for handling the application of possibly-recursive, known
lambda expressions, which occur in this form due to the use of ANF and sub-
stitution. Something to note is that despite their naive-looking definitions,
which appear to require verifying same function repeatedly at every call to
it with different arguments — quite against the spirit of modular verification!
— if a function has had a prior specification assertion Y x. (e ::: ¢) proven
(quantified over parameters occurring in both e and ¢), we may simply in-
stantiate it and use it to satisfy the premise.

The next rule, FAPPUNK, is completely trivial, yet perhaps the most illu-
minating as to the design of staged logic. If there is no known specification
for a function f — indicated at different levels by the absence of a premise in
the rule, and a variable being left in application position after substitution —
we may simply leave it in the specification and continue. This neatly deals
with the possibility that f is a function parameter, unknown, and/or unspec-
ified. Utilizing the actual specification of f, if it is eventually provided, then
becomes a concern of entailment proving.

The FIF rule models conditional branching as disjunction, with assertions
on the value of the conditional in both disjuncts. The FDEREF, FASSIGN,
FREF rules specify heap-manipulating primitives directly in terms of consume
and produce. The FASSERT rule translates to an assert on the value of its
argument. Something a unintuitive is that assert b ::: skip is true as well,
just weaker: assert refines any term that does not change the heap and ends
with a unit result, as the effect of its proposition argument is not directly

observable in terms of the model.
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Semantics In order to state and prove the soundness of the specification
assertion rules, we must first give specification assertions a semantics. We
begin with a basic (partial correctness) definition reminiscent of the seman-
tics of Hoare triples, for now parameterized over program and specification

environments.

Definition 2.3 (Validity under environments). A specification assertion E, £ -
e ::: ¢ is valid under environments E and & iff for all hy, h,, v, if e evaluates to

v under E,hy,h,, then  is satisfied by £,hy,h,, V.

E,fFe::p=Yh hyv.
(E)hlye’\") h2) V) = (thIJhZJV ': (10)

Intuitively, this says that given an execution of a program e, given inten-
sionally as a big-step semantics relating some initial and final configurations,
we must be able to show that the configurations are a model of the formula
¢. In other words, every behaviour of e corresponds to one of ¢, and the
behaviors of ¢ overapproximate those of e.

The next step is to supply appropriate environments. We first need an
assumption over the contents of the input environments E (mapping names
to programs) and £ (mapping names to specifications) such that executions
that refer to something in an environment also correspond. The solution is to
require that the environments are compatible, in the sense that their contents

are also related by valid specification assertions.

Definition 2.4 (Environment compatibility).

compatible(E, &) =
Vxefa. E(f)=(Ax.e)=
d1g.E(f) = g/\(E,S Fela/x]::g a)

Finally, we close the definition by quantifying over environments.
Definition 2.5 (Specification assertion validity).
e::p =VEE. compatible(E,£) = (E,EF e ::: )
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With validity defined, we can state and prove the soundness of the system

of rules.

Theorem 2.1 (Soundness of specification assertions). If e ::: @ is derivable

using the rules of Fig. 2.18, then it is valid.

Proof. By induction over the derivation of e ::: . ]

History triples The original paper on staged logic [83] used a history triple,
a ternary relation between two staged logic terms and a program { Ph } e { @ },
as a direct analogue to the Hoare triple. History triples add to specification
assertions e ::: ¢ the history ¢, of a program. We describe them in this sec-
tion for posterity and completeness.

The rules are given in Fig. 2.19. There are two new structural rules.
HHISTFRAME is analogous to the frame rule from separation logic (which
still applies and is used internally, within heap assertions in req and ens,
but only for program states), but for program behaviour. HCONSEQ is similar
to FCONSEQ, but is contravariant in the history. HAPPFUN and HAPPFIX are
very similar to their earlier counterparts, simply recursing on e, while HVAL,
HASSERT, HDEREF, HASSIGN, HREF, and HAPPUNK are practically the same,
the only difference being that they append some description of their effect to
the history. The only rules that are stated differently are HIF and HLET. In
HIF, we instead append the constraint on the condition to the history of each
branch as an assert. This is functionally the same thanks to ASSERTINTRO
and AsSUMEELIM, but results in a more succinct rule. In HLET, we use ¢, as

the history of e, instead, leaving sequencing implicit.

Relation to specification assertions A specification assertion is simply a

history triple with an empty history.

Lemma 2.1 (Empty history). e ::: ¢ < {skip}e{p}
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{pte{p}

HHISTFRAME HCONSEQ

{onte{y} P1E¢s vaE vy {pslelps}
{orsontelvsel {o1te{p,}
HVAL HASSERT
{ontv{pyretv} { v, }assert b{y,; assert (b = true)}
HDEREF

{ P } I { ¢p; y. consume (£ — v)
produce (£ — v);ret v }

HASSIGN

{on }£:=v{pp;Iv. consume (£ — v,)
produce ({ — v);ret () }

HREF

{on}ref v{yp,;3L. produce (£ — v);ret £ }

HIF HLET
{ py;assert (b =true)} e, { ¢, } {ente{er} ¢alv]
{ pp; assert (b = false) } e, { ¢, } {o1telv/x]{p,}

{pn }if b then e, else e; {1V ip, } {pntlet x =e;ine;,{p,}

HAPPFUN HAPPFIX

{ontelv/xl{g} {on}elv/xl(Afx.e)/f1{¢}
{on}(Ax.e)viep} {on}(Afx.e)vip}

HAPPUNK

{ondfv{vnf v}

Fig. 2.19. History triples
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As the history describes program behaviour that has already occurred,
its result does not contribute to any staged formula ¢ derived from e, as
HRES shows. This fact may be used to derive HAPPEND, which shows that
every specification assertion can be turned into an append-only history triple.

Soundness of history triples then directly follows from this and Theorem 2.1.

HRES HAPPEND
{on;skipte{p} ety
{onte{p} {ontelvn o}

The remaining triples, including the structural rules, are proved sound by
semantic reasoning. To that end, we give a semantics for history triples, then

state the soundness theorem.

Definition 2.6 (Validity of history triples).

{on}e{@}=EVEER A hyVR.
E,hy,hi,RF p, = compatible(E,£) =
(E,h;,e~> hy,R) = (€, hy,hy, RE @)

To explain the definition simply, the history ¢, constrains execution from
some pre-initial state h, to the program’s initial state h,. The program then
executes from h; to h,. The description of the program ¢ includes the history,
so it constrains execution from h,, to h,, and the definition asserts that e and

¢ are related in the same way as in Definition 2.3.

Theorem 2.2 (Soundness of history triples). Every history triple derivable

using the rules of Fig. 2.19 is valid. O

2.3 Entailment checking

We return in this section to the subject of automatically checking entailments
@1 E p,. We first cover the key issues and principles required for construct-
ing proofs, then cover the ideas required for proof search in HEIFER. The

presentation returns to the idealised version of staged logic from Fig. 1.1.
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2.3.1 Flavours of proof rules

Section 2.3 presented properties of the staged logic refinement relation. Seen
as proof rules, these properties can be divided into three kinds based on their
function in proof search.

First are the two kinds of rewriting rules, which have C only “below the
line”. For example, many of the steps in Section 2.1.2 went by rewriting
using rules such as BiAB. These rules rely on the refinement relation being
a (pre)congruence: a preorder/equivalence relation that is compatible with
the constructors of staged logic. A specific kind of rewriting rule is the reduc-
tion rule, an equivalence which follows directly from the semantics of reduc-
tion. Reduction rules which evaluate forward, e.g., BINDETA and SEQUNITL,
are of particular interest because they tend to leave a simpler result. Other
rewriting rules (e.g., BIAB, BINDASSOC, FORALLDISTRR) are useful but do not
directly reflect reduction.

The third kind of rule is an entailment rule. It has at least one C premise,
and can be seen as a transformation of the entire entailment statement, usu-
ally to lift things into the metalogic. Some examples are ASSUMECONTRA and
CONSUMECANCEL, which expose pure/heap obligations in goals, and EXL and
EXR, which lift quantifiers.

While in theory some entailment rules can also be used for rewriting,
in practice it is useful to consider them separately. The main difference is
that entailment rules apply to goals of a fixed form and do not require the
congruence obligation.

Finally, rewriting and entailment rules work in tandem. For example, to
lift a quantifier from staged logic into the metalogic, we must technically

iterate FORALLDISTRR to move it to the left before FORALLR can lift it out.
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2.3.2 Simplification to a normal form

Many rewriting rules can always be fruitfully applied and iterated to a fixed
point to produce in a simpler goal. We call them simplification rules, denoted
@1 ~ p,. Semantically these are just entailments, but are oriented, intended
to be used on the antecedent in a left-to-right direction. The whole system

of rules is manually ensured to be confluent and terminating.

QP
o;(Vx. o)~ Vx. 959, 0;(3x. 1)~ TAx. ;9
(Vx.0);01~ Vx. 050, (Ax. 0); o1~ 3Ax. ;9
(915 P2); 93~ P15 925 @3 (req ¢ ¢1); 0y~ req ¢ (¢1;9,)
03 (1 Vo)~ @01 V@5, (01 V@a); 0~ 0150V a5 0

ens H«[P]~>ens [P];ens H ens[P,];ens[P,]~ ens [P, AP,]
ens H,;ens H, ~ ens (H, *xH,) reqH,;req H, p ~req (H, *H,)

Fig. 2.20. Select simplification rules

The important rules are given in Fig. 2.20. Generally, they aim to widen
the scope of quantifiers, associate sequences and req to the right, distribute
disjunction outwards, and merge ens and req as much as possible while mov-
ing pure ens assumptions to the left. The goal of simplification is reach a sort
of disjunctive normal form of sequences, where the head connective of each

sequence in the antecedent ¢, can guide the proof search.

\/(ens H; )20, E o

Notably, the normal form has a ens H prefix in the antecedent. This is useful
to contain separation logic assertions, which cannot be directly lifted to the
metalogic, by e.g., rules like ASSERTINTRO; in this sense it is similar in role
to the spatial context [124] in Iris. The rules are designed to manipulate and
maintain this context.

The original paper on staged logic [83] identified the following stronger
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normal form and used it to define an entailment checking procedure.

\/(req HensQ; f v; )*req HensQELC ¢

While it is achievable in the current setting, it no longer is with the more
general kinds of effects described in subsequent chapters. We thus mention

it here only for posterity.

2.3.3 Biabduction

BiAB
H,xH,FH,*xHp

ens H,;req H, ¢ C req H,(ens H;; )

Fig. 2.21. Biabduction

A key rewriting rule is BiAB (Fig. 2.21). Intuitively, it allows an ens to
be “pushed through” a req, a situation commonly encountered in the verifi-
cation conditions that arise from function calls in programs — imagine H; as
describing the state before a function call, and H, as the precondition of the
function. This can be done by solving a biabduction [42] problem, a gener-
alization of heap entailment which infers an antiframe H, in addition to the
frame H,. Example 2.1 demonstrates this, with the inferred antiframe and

frame shown.

Example 2.1 (Biabduction).

[i=3]*(x—3xy—2)F(x—i)x(y—2)

ens (x —»3xy—2);req(x—i)p Ereqli=3](ens y—2;p)

The resulting frame and antiframe may be simpler due to the common
parts (the points-to on x in the example) having been eliminated. Either way,
swapping the req and ens will bring them into closer proximity with other

req and ens, allowing them to be merged. When iterated, this effectively
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pEp

EBASEENS EBASEREQ ESEQ
D, D, D, D, P1Ews @ Epy
ens D, C ens D, req D, C req D, 1392 E 935 04
EPUREENS EPUREREQ ECANCELFN
= (91 E ¢,) = (¢ E ¢,) x1=x, (V1. ¢, Cp,)
ens 7; p; £ ¢, 1 Ereqm; @, fxpr o  Ef X551 ¢,
EWFIND
fxCo (Vxo- xg<x=f xE EFORALLL
T plxe/xD =9 E 3x. (1 E ¢,)
fxEgp (Vx. 91) E g,
EDisJL EDisJR EFORALLR
P1Ews @ E s w3, 1€{1,2} Vx. (p; C ¢,)
(p1V 92) E 5 03 E(p1V,) ¢1 E (Vx. 95)

Fig. 2.22. Essential entailment rules

symbolically executes a sequence of separation logic state transitions.
BIAB is not an equivalence, as solutions to (bi)abduction problems are not
unique [41]. In principle, this may lead to backtracking during proof search.

In practice, the best solution can usually be found for symbolic heaps.

2.3.4 Proof search

We now have all the ingredients required to define a syntax-directed entail-
ment checking procedure. This procedure cannot be complete, as ¢ may
contain arbitrary propositions. We thus focus on what is needed to handle a

practical fragment.

Algorithm 1: Entailment proof search

let search () : unit tactic
\ unfold >> simpl >> reduction >> lemmas >> entl;
let entl O : unit tactic
base <|> lift pure <|> biab <|> cancel <|> induction <|>
quantifiers <|> disj <|> fail;

The approach in this section extends and generalises the one we proposed
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originally [83], lifting the requirement for a normal form, and simplifying
the argument for its soundness, by the use of only standard entailment and
rewriting instead of a syntactic relation for propagating frames.

Algorithm 1 is structured as a pair of mutually-recursive functions in a
tactic monad ’a tactic, a function of type pstate — (‘a x pstate) iter. pstate
is the proof state, which contains things like assumptions, the current goal,
and so on; it may be thought of as abstract for our purposes. iter is some
abstract type of lazy list, allowing nondeterministic search. The search tree
is constructed by the interleaved execution of the two functions, where a call
to search occurs at every node, which performs simplification, unfolding of
nonrecursive definitions, simplification (Section 2.3.2), and use of lemmas,
followed by branching using the alternative constructor < |>; each of the entl
cases applies one of the entailment rules (Fig. 2.22) before recursively calling
search with a simplified goal.

The rules EBASEENS and EBASEREQ serve as the base cases of this process,
applying when the goal can be reduced to a (covariant or contravariant) sep-
aration logic entailment. Pure assumptions may be lifted to the context by
EPUREENS and EPUREREQ. Functions may be handled by unfolding, or in an
uninterpreted manner by ECANCELFN — where, if their inputs are equal, they
are simply removed on both sides. If they are recursive, well-founded in-
duction may apply (EWFIND), where an induction hypothesis is constructed
and made available in the context of the new goal. Recursive functions must
otherwise by handled by user-provided lemmas. ESEQ is applied modulo
associativity of sequencing. EDIisJL, EDIiSJR, EFORALLL, and EFORALLR lift
logical connectives to the metalogic; dual ones apply for conjunction and
existentials. Heuristics are used to find constants for instantiating staged
logic quantifiers; they mainly apply to quantifiers produced by Section 2.2.2.
Quantifiers within embedded separation logic assertions are left where they

are and given to the SMT solver, giving users some control over how they are
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to be solved.

This proof search algorithm is implemented in a prototype tool named
HEIFER,” a push-button verification tool which takes programs written in
a subset of OCaml, annotated with specifications and lemmas, and verifies
them automatically. For programs without annotations, it verifies them in a
greybox manner by applying the rules of Section 2.2.2 to derive specifica-
tions. The approach is heuristic and may fail to find a proof. The automa-
tion is, however, structured in a hierarchical manner, so individual parts like,
e.g., the simplification steps can be used on their own, as part of a larger,

interactively-constructed proof.

2.4 Evaluation

To evaluate the effectiveness of HEIFER’s approach, I verified a suite of pro-
grams involving higher-order functions and closures (Table 2.1). As the focus
of our work is to explore a new program logic and subsumption-based ver-
ification methodology (rather than to verify existing programs), the bench-
marks are small in size, and are meant to illustrate the style of specification
and give a taste of the potential for automation. We thus selected programs
that demonstrated interesting and varied use cases for imperative higher-
order functions. A few were taken from the literature and adapted as nec-
essary to our setting, with care taken to remain faithful to the spirit of each
example. Those without references were created by us.

Table 2.1 provides an overview of the benchmark suite. The first two sub-
columns show the size of each program (LoC) and the number of lines of user-
provided specifications (LoS) required. The next two give the total wall-clock
time taken T (in seconds) to verify all functions in each program against the
provided specifications, and the amount of time T, spent in external provers.

Programs known to be natively inexpressible in each prover are marked with

“Higher-order Effectful Imperative Function Entailments and Reasoning
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Table 2.1
Comparison with Cameleer and Prusti

Heifer Cameleer [161] Prusti [211]

Benchmark LoC LoS T T, | LoC LoS T | LoC LoS T
map 13 11 066 058 10 45 1.25 N/A
map_closure 18 7 1.06 0.77 X N/A
fold 23 12 1.06 0.87 | 21 48 8.08 N/A
fold_closure 23 12 1.25 0.89 X N/A
iter 11 4 040 0.32 X N/A
compose 3 1 011 0.09| 2 6 0.05 N/A
compose_closure | 23 4 044 0.32 X X
closure [194] 27 5 0.37 0.27 X 13 11  6.75
closure_list 7 1 0.15 0.09 X N/A
applyN 6 1 019 0.17 | 12 13 0.37 N/A
blameassgn [80] | 14 6 031 0.28 X 13 9 6.24
counter 16 4 0.24 0.18 X 11 7 6.37
lambda 13 5 0.25 0.22 X N/A

197 73 45 112 37 27

“X”. Programs that could not be verified for technical reasons and are not
known to be inexpressible are marked with “N/A”.

The next column shows the same programs verified using Cameleer, a
state-of-the-art deductive verifier [161]. Cameleer serves as a good baseline
for several reasons: it is representative of the Hoare logic approach to au-
tomated verification, and, like HEIFER, targets a subset of OCaml. The most
significant differences between Cameleer and HEIFER are that Cameleer does
not support effectful higher-order functions and is intended to be used via the
Why3 IDE in a semi-interactive way (allowing tactic-like proof transforma-
tions, used in the above programs) rather than in a push-button manner like
HEIFER.

The last column shows results for Prusti [211]. Despite the major dif-
ference in Rust’s ownership type system, we compare against Prusti because
of its state-of-the-art support for mutable closures, highlighting caveats be-
low. While we were able to reproduce the claims made in Prusti’s OOPSLA
2021 artifact [144], we were not able to verify many of our own benchmark
programs due to two technical reasons, namely lacking support for Rust’s

impl Trait (to return closures) and ML-like cons lists (which caused time-
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outs and crashes). Support for closures is also not yet in mainline Prusti [73].

Nevertheless, we verified the programs we could use for the artifact.

User annotations required. Significantly less specification than code is re-
quired in Heifer, with an average LoS/LoC ratio of 0.37. This is helped by
two things: the ability to specify unknown functions in specifications, and
the use of biabduction, which allows the specifications of many functions to
be automatically derived, requiring only auxiliary lemmas to be provided. In
contrast, Cameleer’s ratio is 2.49, due to the need to adequately summarise
the behaviors of the function arguments and accompany these summaries
with invariants and auxiliary lemmas. Two examples illustrating this are de-
tailed in Appendix A. Prusti’s ratio is 0.73, but a caveat is that in the programs

for it, only closure reasoning was used, without lemmas or summarization.

Proof automation for HEIFER The time taken by external provers (column
T, of Table 2.1) is low, indicating that proof automation is feasible for the
small (but representative) higher-order programs we used in our benchmark.
The remaining time T-T, is spent on the other proof steps required to reduce
programs to staged logic terms (Section 2.2.2), simplification (Section 2.3.2),
reduction to a pure verification condition, as well as the application of struc-

tural rules, induction, etc. (Section 2.3).

Expressiveness HEIFER is able to express many programs that Cameleer
cannot, particularly closure-manipulating ones. This accounts for the X rows
in Table 2.1. While some of these can be verified with Prusti, unlike stages,
Prusti’s call descriptions do not capture ordering [69, 144]; an explicit limi-
tation as shown by the X rows in Prusti’s column. Prusti is able to use history
invariants and the ownership of the Rust type system, but this difference is
more than mitigated in HEIFER with the adoption of an expressive staged

logic with spatial heap state, more appropriate for the weaker (but more
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general) type system of OCaml.

Implementation HEIFER is agnostic to the SMT solver used, relying on both
73 [148] and Why3 [79] (with Z3, Alt-Ergo [136], and CVC4 [18] as back-
ends) and switching between them dynamically, depending on the needs of
queries. Why3 is more fully-featured, with an extensive standard library,

while Z3 is faster for the theories it supports natively.

Experimental setup All experiments were performed on macOS using a
2.3 GHz Quad-Core Intel Core i7 CPU with 16 GB of RAM. Why3 1.7.0 was
used, with SMT solvers Z3 4.12.2, CVC4 1.8, and Alt-Ergo 2.5.2. The Prusti

artifact, a Docker image, was run using Moby 25.0.1.

Data availability All benchmark programs and the source code of HEIFER

are available on GitHub.!°

POhttps://github.com/hipsleek/Heifer
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CHAPTER 3

VERIFYING PROGRAMS WITH
EFFECT HANDLERS

3.1 Introduction

Algebraic effects were introduced by Plotkin and Power [165] as a means of
reasoning about computational effects algebraically, using equations relat-
ing effectful operations. Effect handlers [167] later enabled providing user-
defined interpretations for effects. They proved to be not just elegant but
practical, eventually finding their way into OCaml 5.0 [183] as the main
means of structuring concurrency.

This chapter begins with a gentle introduction to effect handlers and re-
lated concepts. I then survey briefly how verification tools treat them today

before covering how they are treated in staged logic.

type Effect.t += XCHG: int -> int Effect.t

let main () =

let exchange n = let p = ref 0 in
perform (XCHG n) try client () with
| effect XCHG n, k ->
let old_p = !p in
let client () = p := n;
exchange (exchange 42) continue k old_p
(a) Client (b) Handler

Fig. 3.1. XCHG [185, 66]

The XCHG synchronization primitive abstracts away the content of a muta-
ble reference and offers clients a single operation on it: a client may update
its value, receiving a reply containing the old value. Fig. 3.1 shows an im-
plementation of it using an effect handler.

First, the extensible variant Effect.t is extended with a new, eponymous
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constructor. At this point, the XCHG effect is uninterpreted; nothing is known
about it other than that it takes an int and returns an int.

On the left is a use: a client that performs the effect twice. We would
expect that it returns 42 and leaves the state of the underlying ref unchanged.

On the right is an effect handler which provides an interpretation for
XCHG. It allocates a ref and invokes client under the handler. Upon the
effect occurring, the handler carries out the state changes before resuming
the delimited continuation k, which is a representation of the computation to

be carried out after the incidence of the effect, delimited by the extent of the

match. For example, on the first effect, it is the continuation | exchange O |,

where O is a hole to be filled with a value upon resumption (in this case,
old_p). The client then performs a second effect before returning. The try
syntax abbreviates a match with an identity value case, which the client’s

result flows out of, making the result 42.

Zero-shot, one-shot, & multishot continuations In this case, the contin-
uation is only resumed once, and is thus called one-shot. It is of course also
possible to write handlers which do not use the continuation at all — mak-
ing them zero-shot, and essentially turning the effect into an exception — or
use them multiple times, making them multishot. The latter are interesting
because they admit both new use cases — such as nondeterminism, proba-
bilistic programming [121], a Unix-style fork [133], or continuation-based

web servers [ 143] — as well as new challenges, which we go into shortly.

Deep and shallow handlers Another notable point about this example that
the handler remains installed after handling an effect, and so is in place to
handle the effects which occur after each resumption (e.g., the second XCHG);
it is called a deep handler. A useful mental model for it is as a fold over the
computation tree of the client; it recursively handles effects which occur in

subcomputations.
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It is possible to instead work with shallow handlers, which handle only
one effect and require a new handler for each resumption. This enables eas-
ier expression of some kinds of programs, including dynamic sequences of
handled effects [200] and generators [ 104]. Semantically, while a deep han-
dler is a fold over a computation tree of effects, a shallow handler is a case
split [95]. Shallow handlers are supported in OCaml through the library
functions continue_with, where a handler is associated with a resumption
rather with a computation, and fiber, to lift a computation into a continua-
tion to start the process.

In this work, I focus mostly on deep handlers, as they are the default in
OCaml [1]. However, we also demonstrate that our work is applicable to
shallow handlers, discussing provisions for them as needed. It is not difficult
in principle to support reasoning for both, as they are inter-derivable [95],
so one can be taken as primitive and the other as derived. Prior work has
taken shallow handlers as primitive, as defining a deep handler in terms of a

shallow one is easier [64].

Uses of effects Effect handlers are compelling because they are a struc-
tured means of programming with (delimited) continuations, which in turn
provides a way to extend a language with user-defined computational effects.
Effect handlers also allow abstraction, by decoupling an effectful program
from its interpretation. One could imagine invoking an XCHG-using client un-

der different handlers for e.g., testing or instrumentation.

3.1.1 Reasoning about effect handlers

To illustrate the current paradigm for specifying and verifying effect-handling
programs, let us return to Fig. 3.1.
A client which invokes exchange twice should naturally get back the value

they sent, causing no overall change to the state of the system. That seems
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simple enough to confirm intuitively, but how can we specify and verify this
in general?

Consider what we will require to verify the client modularly: eventually
we will need pre- and postconditions for the perform of XCHG, as well as the
use of continue in the handler.

de Vilhena and Pottier [66]’s insight is that the specifications of the con-
tinuation and the perform are dual, and can be expressed in the form of a
protocol: essentially a contract for performing a particular effect which “de-
scribes functionality on which the client can rely, and which the handler must
implement” [64]. Soares and Pereira [ 185] augment this with the idea of a
handler invariant,® which a deep handler both preserves and ensures as it
recursively handles effects.

protocol XCHG x:

ensures !p = x && reply = old !p
modifies p

let exchange n = perform (XCHG n)
(x@ ensures !p n & & result = old !p
performs XCHG x)

try client () with
(*¥@ try_ensures !p = old !p && result = 42 x)

Fig. 3.2. Cameleer specifications for XCHG

Fig. 3.2 shows the specifications needed in GOSPEL, which Soares and
Pereira use in their automated verification setting. First is the protocol, which
associates a pre- and (relational) postcondition with an effect; it is then a
simple matter for clients to know what performing the effect will do. exchange
and client can be directly verified this way.

Next, we verify main, focusing on the effect case first. Due to the afore-

!de Vilhena and Pottier [66] originated the idea, but present it in more general terms as
a combination of two features: (1) a guarded-recursive assumption containing the specifi-
cation of a deep-handler, (2) with the postcondition universally quantified, allowing a user
to instantiate it.
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mentioned duality, the protocol’s precondition tells us the initial state at the
beginning of the handler body, and its postcondition is really the precondi-
tion of the continue. In other words, we must check that the handler body
prior to the resumption actually implements the functionality specified by
the protocol, that it sets the reference to the correct value, etc.

Next, what should the postcondition of the continuation be? The answer
is that it should be the handler invariant. Seeing as the effects of the continu-
ation are recursively handled, we can assume the handler invariant after the
resumption and must re-establish it before the end of the handler body, much
like the use of the postcondition of a recursive call. Because the resumption
is the last thing in the handler body, this is immediate.

Finally, the (elided, identity) value case simply involves checking that the
postcondition of client entails the handler invariant. This is also immediate,

provided a suitable handler invarinant is chosen.

Multishot continuations and context-locality The protocol-based solu-
tion is elegant, and adequate for stock OCaml. However, OCaml may be
extended [150] with multishot continuations. It has been noted that they
enable some applications and make others notably simpler, but that more
research is required to understand how best to support them efficiently [52].

The protocol approach (and more generally, Hoare logic) is notoriously
difficult to extend to this setting. The problems may be seen in the following

example from de Vilhena [64], in Fig. 3.3.

let call f b
b := 0;
f 05
b := b + 1;
assert (!b

D,

Fig. 3.3. A problematic example with multishot continuations

Assuming we have a specification {true} f(){r. r=(} for f, it seems
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obvious on first reading that the assertion cannot fail. The bind rule allows us
to compose the specification of f with triples about the following statements
to derive a triple about the whole program. The frame rule tells us that f
does not have access to b, so the value of b must still be 0 after the call to f.

With multishot continuations, however, it is not possible to guarantee
that the assertion holds. The reason is that f may capture its continuation
and resume it multiple times, so 9, 1, and 2 are all possible values of b.

How does this conflict with the rules we normally take for granted?

One reason is that we cannot reason context-locally about f, i.e., reason
about f and its context independently as the standard bind rule promises, at
least without considering its effects. This is because f may capture its context
and use it in an unrestricted way. Timany and Birkedal [202] noted this
problem, which de Vilhena and Pottier [66 ] fixed with a weakest precondition
predicate augmented with a context-local description of effects.

Another reason is that even with this fix, the frame rule also no longer
applies because of how continuations can capture resources [66]. This prob-
lem has shown up many times in the literature, with different solutions. Del-
bianco and Nanevski [68] use a separation logic without a general frame
rule; programs which preserve other parts of the heap must explicitly quan-
tify over it in their specifications. Timany and Birkedal [202] distinguish
context-local from non-context-local triples; the former allow local reasoning
when there are no control operators, and the latter allow global reasoning
essentially based on the operational semantics. de Vilhena [64] restricts the
frame rule so that when an effect is performed, resources disappear and can-
not be framed around uses of effects.

A theme common to all prior solutions is that at some point, local reason-
ing simply has to be restricted, with a possible fallback to global reasoning.
With this in mind, the position we take is that it is fundamentally challenging

to invent abstractions for modular reasoning about multishot continuations,
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and we cannot truly have it without a first-class treatment of effects, i.e., in

the logic. The solution we present next is guided by this intuition.

3.1.2 Effect handlers in staged logic

The difficulty of coming up with an abstraction might remind the reader of
the issue addressed in the previous chapter (Section 2.1), and in a sense the
problem and solution are the same.

The idea is to model effects and handlers directly in the logic, stating spec-
ifications using refinement. We may then reason about them using standard
principles, such as rewriting and induction. Crucially, this retains context-
locality: it is a modular approach in that one can always state a specification
about a piece of code, and combine two specifications, with the tradeoff being
that this statement may be without much abstraction at first. Nevertheless,
abstraction can always be recovered when it is easier to do so.

To illustrate things concretely, we first explain how to verify the program
in Fig. 3.3, then the one in Fig. 3.1. We end the section by concluding the
narrative of Section 2.1 regarding exceptions.

First, the program in Fig. 3.3. We need a specification for call. For ease
of presentation, we replace the call to the unknown function f with an ef-
fect E, to focus on the problematic multishot case, and define assert D =

req D;ens r.D A r=().
call=Vb.ens b— 0;E;Vv.req b— v;ens b— v+1;assert b— 1

The specification describes the state changes that occur on either side of the
effect.

We would like to prove functional correctness: the assertion fails or does
not depending on the kind of handler used and how it resumes the continu-
ation, and if it does not fail, what the result should be.

This can be stated as the following three refinements.
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trycallwithE,k - —1EVb.ensr.b—-0Ar=—1
trycallwithE,k - k()EVb.ensr.b—1Ar=()

try callwith E, k — k(); k() C req false

These entailments are simple enough to be automatically proved by sym-
bolic execution. The proof for the one-shot case is as follows. Each step is

annotated with (informal) justification for how to reach it from the previous

step.
trycallwithE,k > k()EVb.ensr.b—1Ar=()
C try(Vb.ens b—0;E;...)withE, k — k() Unfold
C Vb.ens b—0;try(E;...)withE, k — k() Float
C Vb.ensb—0;Vv.reqb—v;ens b—v+1;assert b—1 Handle
C Vb.ens b—0+1;assert b—1 Biab
E Vb.ensb—1Ar=0 O Biab

Float refers to the idea of letting pure prefixes of programs float out of
handlers, to reduce their scope; Handle refers to simplification driven by the
operational semantics of handlers; and Biab refers to the use of biabduction
to simplify sequences of req and ens.

This example demonstrates the ability to reason simply and precisely
about what happens with each kind of handler. As a protocol is not needed,
there is no need to commit to an abstraction of the semantics for a particular
handler, or try to abstract over all of them; the effect remains uninterpreted,
as it was in the program, until a particular handler is encountered. In a simi-
lar way as in Section 2.1, maintaining precision has once again simplified our
proof effort, opening the door to automation.

We close this section with a proof for XCHG, which also goes by symbolic
execution.

We first model the client and handler.
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client = XCHG(42);r. XCHG(r)
main = V p. ens p — 0; try client withXCHG(n), k —

(Vo.reqp— o;ens p— n;k o)

Then we prove the following entailment about their composition:
mainEVp.ensr.p— 0Ar=42

which is to say that the result is the original argument to the client, and the
state of p remains unchanged.
The proof is as follows.

ens p — 0; try client withXCHG(n), k — ...

E ensp—0; Handle
ens k=(Ax.try XCHG(x) withXCHG(n),k — ...)
Yo.reqp—o;ens p—42;k o

C ens k=(Ax.tryXCHG(x)withXCHG(n),k — ...); Biab
ensp—42;k 0

C ens p — 42;try XCHG(0) withXCHG(n),k — ... Simplify

C ensp—42;Yo.reqp—o;ensp—n;ko Handle

C ensr.p—>0Ar=42 0 Biab

The reasoning goes very operationally, but at a high level of abstraction,

using lemmas to take larger steps.

3.1.3 Exceptions and higher-order functions

In Section 2.1.1, we saw the issues with existing approaches for reasoning
about higher-order functions and effects, with separation logic invariants
providing only a partial solution for imperative behaviour, without an an-
swer for other effects. In Section 2.1.2, staged logic was presented as an al-
ternative, but for imperative effects only. Now that we have seen how effects
are treated in staged logic, we conclude the earlier thread with an example
illustrating reasoning about exceptions.

Consider the foldl function again. Previously, we proved a functional

correctness result for using it compute the sum of a list of integers. Here, we
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add partiality to the mix: we assume some bound b which the sum should not
exceed. When exceeded, foldl raises an exception to stop the computation.?
foldl (fun t x ->
let r = x + t in
if r <b

then r
else raise Failed) xs 0

Fig. 3.4. A use of foldl with exceptions

For efficiency, we would like to stop as soon as b is exceeded, so we in-
voke foldl as in Fig. 3.4, checking each intermediate sum. For simplicity, we

assume Xxs is a list of natural numbers, and b > 0.

{b>0Asumxs<b}foldl ... @ xs{r.r =sumuxs}
{b>0Asumxs>b}foldl ... @ xs{r. Failed;req false }

Fig. 3.5. Two specifications for foldl

How can we specify this function? Two triples are given in Fig. 3.5, for
the different cases of whether the bound is exceeded. Failed is an effect that
we use to model an exception. Having it in the specification ensures that
Failed is raised. Furthermore, we follow it with the obligation to prove false,
to express that Failed itself must guarantee false; in other words, there can be
no meaningful behaviour after it.

As we will work in staged logic, we will reuse the model of foldl from
Fig. 2.9; crucially, we will not have to write a new intermediate specification.

We will also write the final specification using intersection, i.e., conjunction

2It is of course possible to encode partiality using the option monad, which would allow
the use of a standard logic. The tradeoff is the need for a syntactically close but ultimately
different definition of foldl using e.g., do-notation.
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lifted to staged logic. The goal we would like to prove is thus:

acc<b

foldl g acc xs
E req b > 0 Aacc+sumxs < b;ens r.r = acc + sum xs
A req b > 0 A acc+ sum xs > b; Failed; req false

where g = Axt.ens (x +t < b);ret (x +t) Vens (x + t > b); Failed

Since each step of foldl updates the accumulator acc, the statement is gen-
eralized over it. Moreover, acc < b is an invariant; without it, the statement
would not hold.

The proof goes by induction on xs.

Base case ens xs=| |; ret acc
E req b > 0Aacc+sumxs < b;ens r.r = acc + sum xs
A req b > 0 A acc + sum xs > b; Failed; req false
Simplifying,

ret acc
Ereqb>0Aacc<b;ensr.r =acc
A req b > 0 Aacc > b; Failed; req false

The second case is absurd by the invariant acc < b, and the first is immediate.

Inductive case dht. ens xs=h::t;g acc h;r. foldl g r t
Creq b>0Aacc+sumxs < b;ens r.r = acc + sum xs
A req b > 0 Aacc+sumxs > b;Failed; req false

Eliminating existentials and simplifying,

gacch;r.foldl g rt
C req b > 0 Aacc+sum (h::t) < b;ens r.r = acc +sum (h::t)
A req b > 0 Aacc+ sum (h::t) > b;Failed;req false

Unfolding g,

(ens (acc+h < b);ret (acc+ h) V ens (acc+h = b); Failed);r. foldl g r t
C req b > 0 Aacc+sum (h::t) < b;ens r.r = acc +sum (h::t)
A req b > 0 Aacc+sum (h::t) > b;Failed;req false

Distributing sequencing over the disjunction and simplifying (in the second
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branch Failed absorbs its continuation, so the recursive call is discarded),

ens (acc+h < b);foldl g (acc+h) t
V ens (acc +h > b); Failed

C req b > 0 Aacc+sum (h::t) < b;ens r.r = acc +sum (h::t)
A req b > 0 Aacc+sum (h::t) > b;Failed; req false

At this point we can split the goal and prove the two conjuncts independently,

which requires us to say how we arrive at the two outcomes: either the sum

of the list, or failure.

Case:

Case:

sum of list First, a useful lemma:

Lemma 3.1. Prefixes preserve the bound. For a list of natural numbers,

acc+sum (h::t) < b=acc+h < b and (acc+h)+sum t < b.

The right disjunct in the antecedent cannot contribute to this outcome,
so we drop it: the goal’s req assumes acc +sum (h::t) < b, from which
acc+h < b (Lemma 3.1), making the guard ens (acc + h > b) unsatis-

fiable.

ens (acc+h < b);foldl g (acc+h) t
C req b > 0 Aacc+sum (h::t) < b;ens r.r = acc +sum (h::t)

Since acc + h < b, we may apply the induction hypothesis at the accu-

mulator acc+ h; its left conjunct discharges the goal, using Lemma 3.1.

The first conjunct of the lemma justifies dropping the failed disjunct
above; the second is exactly the precondition of the induction hypoth-

esis, and (acc + h) +sum t = acc + sum (h::t) gives the result.

failure It is possible for both disjuncts to result in failure: the current
step may already exceed the bound (from g), or it may stay below it
and a later step in the recursive call exceeds it. We thus keep both

disjuncts.

ens (acc+h < b);foldl g (acc+h) t
V ens (acc +h > b); Failed
C req b > 0 Aacc+sum (h::t) > b;Failed; req false
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In order to know which case we are in, we need to know if acc+h > b.

We thus proceed by case analysis.

Case: acc+h > b Failure must have come from the current step. We
thus drop the success disjunct, whose guard ens (acc +h < b) is

unsatisfiable here.

ens (acc +h > b); Failed
C req b > 0 Aacc+sum (h::t) > b;Failed; req false

Eliminating the guard and regs,

Failed
C Failed; req false

This is immediate due to the req false.

Case: acc+h<b

ens (acc+h < b);foldl g (acc+h) t
C req b > 0 Aacc +sum (h::t) = b; Failed; req false

The current step succeeds, so failure must have come from the re-
cursive call; the failed disjunct is dropped, its guard ens (acc+h >
b) being unsatisfiable. Since acc +h < b, we apply the induction

hypothesis at the accumulator acc + h.

req b>0A (acc+h)+sumt < b;ens r.r = (acc+h)+sumt
A req b > 0 A (acc+h) +sum t > b;Failed; req false
C req b > 0 Aacc +sum (h::t) = b;Failed; req false

With (acc + h) + sum t = acc + sum (h::t), the goal’s assumption
acc +sum (h::t) = b makes the first conjunct’s req absurd, while

the second supplies the Failed; req false we need. O

Next, we cover the extensions to staged logic required to realise the rea-
soning in the above sections. A first-time reader may wish to skip ahead to
Section 4.1 to see how these techniques apply more generally to delimited

continuation operators.
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3.2 Extensions to staged logic

¢ ::= ... | e(v) | match® ¢ with X
o s?

Hi=x—->plev),k—>p|H

try® o, withe(v), k — ¢, = match® ¢, withx — ret x | e(v), k — ¢,

Fig. 3.6. Staged logic for effect handlers

Syntax We first extend the syntax of staged logic to be able to represent
effect handlers (Fig. 3.6). Effects e(v) and handlers are imported as-is from
the language of programs. The reason is that unknown functions can appear
in the scrutinees of matches, and knowing nothing else about them, we may
have no choice but to leave them (with their contexts) in specifications, sans
abstraction, to maintain precision. Handlers may be shallow (indicated by
the superscript s) or deep (no superscript, and the default). try is an abbre-

viation for a match with an identity value case.

Semantics Extensions to the semantics are shown in Fig. 3.7. First, we
add the notion of an outcome R, inspired by the operational view of effects
as a generalisation of exceptions, aka the "bubble-up" semantics [118] — a
formula ¢ may reduce to a value v, or a “unhandled” effect e(v,Ax. ¢;),
containing a payload v and a continuation (represented syntactically). The
latter allows us to operationalise the construction of the delimited continua-
tion that is conceptually built up around the effect as it “unwinds the stack”.
SEFF shows how this process begins — an unhandled effect on its own sim-
ply stands for itself, with an intermediate identity continuation. The SBIND
rule from before is now named SBINDVAL, and an alternative rule SBINDEFF

discriminates on the outcome of ;. The latter picks up after SEFF: given an
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E,h,h,RE ¢

R = v|e(v,Ax. ;)

SBINDVAL SBINDEFF
SEFF E,hl,h3,v = ®1 g: h11h2) E(V, Ax'(pk) = ¥1
R=¢(v,Ar.retr) E,hy,hy,RE p,o[v/r] R=€e(v,Ax.pi;1. ©5)
E,h,h,RE e(v) E,hy,hy, RE ;1. g E,hy,hy, RE @51y
SHANDLE
g: hl: h3: E(V, Ax. (pk) = '
SUNHANDLED e(x),k > g, eH
E,hi,hy,e(W,Ax. 0 )FE @ €¢H ¢, = match ¢, with {
R = e¢(v, Ax. match ¢, with H) E[k := Ax. ¢, ], hs,hy, RE @p[v/x]
&,hy, hy, R F match ¢ with A &,hy,hy, R E match ¢ with
SHANDLEVAL

E,h,hs,vEY x— ¢, €H
g7h37h23R': (Pb[V/X]

&,hy, hy, R E match ¢ with

SHANDLES
E hy,hs,e(V,Ax.p ) E @ €e(x),k— p,eH
g[k = A’X' (P]i]: h3)h2)R ': (Pb[V/X]

&,hy,hy, R E match® p with H

Fig. 3.7. Extended semantics of staged logic, on top of Fig. 2.11

63



unhandled effect, SBINDEFF extends its continuation with the current contin-
uation, which is made explicit by the bind. The next two rules show what
happens when an unhandled effect finally makes it to a handler. If the effect
remains unhandled, as in SUNHANDLED, the enclosing handler continues to
apply to the continuation; this is true even for shallow handlers, which van-
ish only after a particular effect is handled. If the effect is handled, however
(SHANDLE), execution continues with the appropriate branch of the handler,
with the continuation bound to the intermediate continuation of €, which is
at this point is completely known and delimited. The continuation is placed

under an identical handler, implementing the semantics of deep handlers.

Shallow handlers SHANDLES is a variation of SHANDLE which implements
the semantics of shallow handlers directly: the only difference is that the

intermediate continuation ¢, is not placed under an identical handler.

3.3 Reduction

With effect handlers in the language of staged logic, situations may arise
where an effect occurs immediately inside a handler, and there is nothing
to do but to handle the effect symbolically, by unfolding the body of the
corresponding case. We can express this using a set of reduction rules (Sec-

tion 2.3.2).

retv;r. ¢ ~ p[v/r]
p,r.retr~ @
match ¢, V p, withH ~» (match ¢, withH) Vv
(match ¢, with #)

Fig. 3.8. New simplification rules

First, Fig. 3.8 adds a few more rules to the set in Fig. 2.20, as well as a

rule relating handlers and disjunction.
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match® ¢, #r. p, withx — ¢, | e(v),k — ¢, =
match® ¢, withx — @, #71.¢, | e(v), k — ¢,

Fig. 3.9. match#

Next, we introduce a handler variant called match# (Fig. 3.9). Intu-
itively, all it does is expose the continuation of a handler ¢, as a parame-
ter. Note that the effects of ¢, cannot be handled by this particular handler;
match# is hence useful for delimiting the effects of the scrutinee which have
and have not been handled by this handler. This gives us a way to keep track

of the progress being made in reduction.

P~ @
RNORM RSKIP
x> e, €M @\H P\ H
match ¢ withH ~ ¢; x. ¢, match ¢;r. ¢, withH ~»
;. match ¢, with H
RDEEP RSHALLOW

match ¢, withH ~ ¢,

match ;1. @, withH ~» match’ ;7. @, withH ~»
match ¢, #r. o, withH match ¢, #r. ¢, with
RHANDLE

e(x),k—>p,eH
match e(v) #r. o, withH ~ @[ ¢./k][v/x]

Fig. 3.10. Reduction rules for effect handlers

We are now ready to tackle the reduction rules of Fig. 3.10. The overall
strategy of reduction is to minimise the scope of handlers, by moving things
out of them, and by handling as many effects as we can statically. Any effects
or effectful program fragments that we cannot treat this way — i.e., when
none of these rules apply and we are “stuck” — will have to be reasoned about
using induction or a user-provided lemma.

The first rule, RNORM applies when ¢ is effect-free with respect to a han-

dler #H, denoted ¢ \ H, which means that it does not perform any effects
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handled by #.
o\H=Ve.eeH=>Eh,h,REp=-(Fvxy. R=€(v,Ax.p.))

In that case, we can eliminate the handler by composing its value case with
¢. RSKkiIP relates bind and handlers — it allows moving an effect-free prefix
of the scrutinee out of the handler, reducing its scope. Effects unhandled by
‘H will also be taken care of here.

If RSKIP cannot be applied, i.e., ¢; will have its effects handled by #,
we have no choice but to reason operationally; the next two rules introduce
match#. RDEEP reduces a deep handler from right to left, recursively reduc-
ing ¢,. This gives us ¢, which we move it into the continuation, as its effects
will no longer be handled by this handler. Shallow handlers will only handle
one effect, so in RSHALLOW, we do not recursively reduce ¢,.

This process comes to a head when we have handled everything to the
right, and moved everything to the left out. If the head of scrutinee is some-
thing like an unknown function, we will be stuck and require a lemma. Oth-
erwise, if it is an effect, we can handle it by continuing with the body of
the appropriate case and binding ¢, as the continuation in it, eliminating

match#.

Theorem 3.3.1 (Soundness of Reduction Rules).
P17~ Yo I;ﬁ[g:hlahzsR = @1 = g, h], hz,R S @y

Proof. See Section 6.1. O

3.4 Another route to soundness

In Section 2.2.2, we showed that staged logic was a sound way of reasoning
about programs. To do this, we defined the programming language that

staged logic was intended to model, then defined specification assertions and

66



history triples, which related programs and staged logic terms using their
semantics. This was justifiable because there was some semantic distance
between the two languages, with state changes modelled by req and ens,
unknown functions modelled by the specification environment, etc.

However, the additions to staged logic in this chapter were direct equiv-
alents of the corresponding program constructs, in order to be able to treat
them operationally using refinement and keep specifications precise. Hence,
instead of just repeating the approach for the previous chapter, we take a
different route: we redefine specification assertions once and for all so that
they can accommodate future operational additions to staged logic.

The idea is essentially to take staged logic as the programming language,
adding new constructs concretely, possibly in an uninterpreted way, with
refinement to axiomatise definitions. With this view, staged logic becomes
more of an extensible IVL. Entailment then becomes the workhorse for ev-

erything, even specification assertions.

Definition 3.1 (Concrete terms). A concrete term of staged logic ¢ for a
given language of programs e extends ¢ with direct equivalents for all the con-
structs in e. For example, given a construct if x then e, else e,, the equivalent

if x then ®] else ®; would be present in ®°, with the same semantics.

We assume a function translate, which maps a program e to the corre-
sponding construct in ®¢. It is sound by construction, as all of the constructs
of e are present in ®°, with identical semantics. A first approximation for
translate would take the rules of Fig. 2.18 as the definition. Alternatively,
one can think of translate as the manual process of modelling a problem in

an IVL.

Theorem 3.1 (translate is sound). Given that the program executes safely in
a given state, i.e., h,,e ~ h,,R, we can construct a corresponding derivation in

the semantics of translate e, i.e., £, h,,h,, R F translate e.
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Proof. By construction. ]

Finally, we define specification asserts and history triples as follows.

{onte{w} = g, translate e C @

[

e::: p =translate e C ¢

Theorems 2.1 and 2.2 then follow easily from the soundness of entailment

and translate.

3.5 Evaluation

To evaluate our proposed approach to reasoning about effect handlers, we
implemented it in HEIFER and verified a suite of benchmark programs. This
section reports on the results, which are shown in Table 3.1.

Program 1 is taken from the Memory Cell with Exchange example from de
Vilhena and Pottier [66] and extended with additional stateful operations.
Programs 3 and 7 are from the benchmarks of the multicont® library, which
provides practical examples for multishot continuations. Program 5 revises
program 3 by changing the handler to be shallow. Programs 4 and 6 demon-
strate the use of lemmas for left-recursive functions in both deep and shallow
handlers. Program 2 is a new example.

Table 3.1
Experimental Results

Program Ind MultiS ImpureC HO LoC LoS Total(s) Z3(s)
State monad 126 16 8.54 6.21
Inductive sum 41 11 1.68 1.28
Flip-N (Deep Right Rec) 39 10 209 1.52
Flip-N (Deep Left Rec) 45 13 2.03 1.53
Flip-N (Shallow Right Rec) 37 11 5.08 3.18
Flip-N (Shallow Left Rec) 64 23 6.75 4.26
McCarthy’s amb operator 109 45 7.71 5.34
461 129 33.88 23.32

N W N = H%
NN X% NN N\ X
NN
NSNS S
N X X X X% X X%

In Table 3.1, columns LoC and LoS record the lines of code and lines of

Shttps://github.com/dhil/ocaml-multicont
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specification, respectively. The column Total records the total verification
time taken in seconds. These numbers include the time taken by Z3, which
is shown separately in the next column. Although verification is mostly auto-
mated, we show that the verification is non-trivial by labeling the programs
with features: Ind indicates whether the proof is inductive, MultiS indicates
if the program uses multishot continuations, ImpureC indicates if there are
impure (heap-manipulating) continuations. HO indicates if the example is
higher-order, i.e., function inputs or outputs are of function type.

Given 461 lines of code in total, 129 lines of specification are required,
resulting in an average LoS/LoC ratio of 0.27.

The average verification time is in the order of seconds, with 68.8% of
verification time taken by SMT solving. These demonstrate that the approach
is lightweight, and feasible for guiding the design of an automated verifica-

tion tool.
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CHAPTER 4

VERIFYING PROGRAMS WITH
DELIMITED CONTINUATIONS

4.1 Introduction

While effects handlers have attracted much recent attention due to their in-
clusion in OCaml 5, they represent only one set of design choices — the lit-
erature contains many more delimited continuation operators with different
characteristics. In this chapter, I generalise the framework of staged logic to
handle them.

We begin with a gentle introduction to the shift and reset operators and
the use of refinement for reasoning about them, before moving to the other

operators in the family.

let do_toss () =
shift k (k true + k false)

let toss () =
reset (if do_toss () then 1 else 0)

Fig. 4.1. Tossing a coin using shift/reset

Fig. 4.1 demonstrates the use of shift and reset with a classic use case:
nondeterminism [61]. do_toss uses the shift operator to get hold of its
continuation — the remaining computation that its result will be used in —

which it resumes twice, then adds the results of. Looking at toss shows us

the (extent of the) continuation, which is | if 00 then 1 else 0 |, as well as

what it returns: either 1 or @ depending on the outcome of do_toss. In short,
toss models a nondeterministic coin toss and returns the number of true
tosses, whichis 1+0=1.

Specifying and reasoning about programs using control operators compo-

sitionally is challenging, due to their fundamentally non-context-local [202]
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nature: if an expression e contains a control operator, reasoning about e will
depend on its continuation (or context), something external to e. This ne-
cessitates an approach such as the protocols we saw in the previous chapter,
or non-context-local triples {P}C[e]{Q} [202]. We defer a survey of ap-

proaches to Section 7.4.2.

Answer type modification The ability to manipulate the continuation of
an expression gives rise to some subtle issues, one of which is known as
answer type modification [60] (ATM).

let percent_d () =
shift k (fun n -> k (string_of_int n))

(reset (percent_d () *~ "2")) 1

Fig. 4.2. printf using answer-type modification [58]

Consider the program in Fig. 4.2. It is an encoding of a call to the classic
printf function with the format string "%d2", here represented as a delimited
program which uses shift. Its result is "12".

At a glance, the program appears rather odd: the result of the reset ap-
pears to be a string, the result of a string concatenation (*); this is referred
to as its answer type. However, the result of reset is applied to the integer
1. Somehow, the types “inside” and “outside” the reset are allowed to differ,
even though, as we saw in the last example, reset has no operational be-
haviour besides delimiting the extent of shifts, and is the identity when its
body is a value.

The explanation for this phenomenon is that the type of the shift body
does not necessarily have to agree with the result type of the continuation.
When these are different, the program is said to have modified the answer
type of the reset.

Initially, the answer type of percent_d is string, as it is in a context which
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accepts a string. However, the result of the shift body is a function (fun
n -> ...), which is said to modify the answer type to int -> string. This
function accepts an integer before producing a string using the continuation
k, which is then the final result of the whole expression.

As this example demonstrates, ATM is useful: being able to repeatedly
change the answer type allows us to accept a variable number of arguments
depending on the expressions appearing in the reset, among other things.

ATM complicates reasoning about programs, due to the need to know
about possible answer type changes in reset bodies in order to verify them.
Again, more approaches are covered in Section 7.4.2; we first proceed to our

approach, which works even in the presence of ATM.

4.1.1 Reasoning with refinement

We demonstrate the use of staged logic in the verification of a recursive pro-
gram with shift/reset and ATM.
let append_sh xs =
match xs with

| [J] -> shift k k
| x :: xs1 =-> x :: append_sh xs1

let append_delim xs ys =
reset (append_sh xs) ys

Fig. 4.3. append using shift and reset [60]

append_delim in Fig. 4.3 uses ATM to implement a difference list [102]: a
function that builds a list by appending its argument to it. It does this using
the shift k k idiom, which changes the answer type from a list (as the cons
branch suggests) to a function. The continuation is in effect a difference
list: it includes all the deferred operations of the recursive calls to append_sh,

which will build the list once a suitable tail is provided in ys.
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This program is elegant, and it is easy to convince oneself informally that
it implements the standard list append function. How can we prove this
formally?

First, we write the specification as a refinement.
(append sh(xs)); f. f ysC ens r.r =xs ++ys

Like before, we assume a staged logic with constructs shift k. ¢ and (¢), and
the ability to symbolically execute them.

A straightforward induction on the structure of xs does not work. We
eventually see that the inductive case requires the following generalisation,
over a prefix of the input zs; the original goal then follows from instantiating

zs with [].
(append _sh(xs);r. ret zs++r1); f. f (ys) C ret (zs ++xs) ++ys

This lemma can be proved by induction on xs.

Base case (append sh([]);r.retzs++r);f. f ys Cret (zs++[]) ++ys

(append sh([]);r. retzs++71);f. f ys

C ((shift k. k);r. retzgs++r1); f. f ys Unfold

C (ret (Ar.(retzs++r1)));f. f ys Reduction®

C ret (Ar.retzs++r);f. f ys Pure

C retzs++ys Simplify

C ret(zs++[])++ys [ Lem. ++
Inductive case (append_sh(x ::xs,);r.retzs++r); f. f ys

C ret (zs ++ (x; 1 xs,)) ++ ys

((append _sh(xs,);r;.ret x, ::rq);r.retzgs++r); f. f ys

C (append _sh(xs,);r;. ret zs++(x;::1)); f. f ¥s Reassoc. bind
C (append sh(xs,);r;. ret (zs++[x;]):iry);f. f ys Lem. cons, ++
C ret (((zs ++[x1]) ++xs,) ++ys) Ind. hyp.

C ret ((zs ++ (x; :1xs,)) ++ys) [ Lem. cons, ++

Reduction® (used in the base case) eliminates shifts from terms via sym-

bolic execution, similar to Handle in Section 3.1.2. The result of the shift
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body is k, the continuation itself, which prepends zs to its result.

4.1.2 Tossing more coins

As another demonstration of the sort of generalisation required, we extend

the example in Fig. 4.1 with recursive behaviour.

let do_toss () =
shift k (k true + k false)

let rec do_toss_n n =
if n = 0 then false

else
let r1 = do_toss () in
let r2 = do_toss_n (n-1) 1in
rit || r2

let toss_n n =
assert (n >= 0);
reset (if do_toss_n n then 1 else 0)

Fig. 4.4. Tossing many coins

Fig. 4.4 shows a variation, do_toss_n, which tosses n coins and takes the
disjunction of all the results, i.e., it returns true if at least one of the coin
tosses gives true. Because do_toss sums its two continuation results, toss_n
enumerates all the outcomes, returning the number of sequences of tosses
that contain at least one true.

This counts every flip-sequence except the single all-false one, so 2" —1

of the 2" leaves:
toss, n E ret (2"—1)

The proof requires this lemma, itself proved by induction:

(do_toss, n;r. (ens [accVr=true];ret 1V ens [accVr=false];ret 0))
C ens [acc=true];ret 2" V ens [acc=false];ret (2"—1)

The statement must be generalised over an accumulator acc of intermediate
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results. Since the continuation is applied at both k true and k false, we need
to know the behaviours of both.
A stateful variant is also possible: suppose we instrument the program to
count the number of continuation resumptions, using a global ref x (Fig. 4.5).
let do_toss () =
shift k.
X = Ix+1;
let r1 = k true in
X = Ix+1;

let r2 = k false in
ri + r2

let rec toss_n n =
reset (if do_toss_n n then 1 else 0)

Fig. 4.5. A stateful version of do_toss

This counts the number of edges in the tree, which is 2"*! — 2.

The statement...
toss, n C Y v. req x — v;ens x — (v+2""1—2); ret (2"—1)

...and lemma are accordingly generalised.

(do_toss, n;r. (ens [acc V r =truel;ret 1V ens [acc V r = false]; ret 0))
C Vv.req x — v;ens x — (v+2"1-2);
(ens [acc = true];ret 2" V ens [acc = false];ret (2"—1))

but this can otherwise be proved the same way, without any new machinery.

4.1.3 Beyond shift and reset

Next, I generalise the framework so that it may be applied to other contin-
uation operators, in a similar spirit as Ishio and Asai [105]. Dybvig, Peyton
Jones, and Sabry [76] present a taxonomy of such operators. Their seman-
tics are given in Fig. 4.6. On the left is the notation used by Dybvig, Peyton

Jones, and Sabry, while the name of the operator used appears in each rule.
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(v)=v
+F+ (E[shift k. e]) = ((Ak.e) (Av.(E[v]))) [61]
—F+ (E[shift, k. e]) = (Ak.e) (Av.(E[v])) [60]
+F— (E[control k. e]) = ((Ak.e) (Av.E[v])) [65]
—F— (E[control, k. e]) => (Ak.e) (Av.E[v]) [93]

Fig. 4.6. Reduction semantics of various control operators [76, 55]

The operators differ operationally in whether they leave a delimiter around
the continuation (indicated by + on the right) and the operator body e (+
on the left). Intuitively, these differences allow for more “dynamic” [31] be-
haviours, along distinct axes: control is able to access the bodies of parallel
operators, while shift, is able to “escape” to enclosing delimiters [142].

Assuming control in the logic (Section 4.2), we illustrate how reasoning
with it is as natural as with shift and reset, using an interesting example
originally from Biernacki and Danvy [29].

let visit xs =
match xs with

[ [1 -> T[]
| x :: xs1 -> visit (shift k (x :: k xs))
let traverse xs = reset (visit xs)

Fig. 4.7. traverse [29, 28, 30]

The function traverse (Fig. 4.7) copies a given list. Interestingly, if the
control operator were instead used in visit, traverse reverses the list.

How does this happen? Let us first consider how the programs execute on
a small input to for some intuition (Fig. 4.8). The key difference is in whether
and how the control operators access the cons operations; each shift does
not access them, and so extends the list in “well-behaved” manner, whereas
control does access them and nests them one level deeper, resulting in the
reversal.

Now, to prove these two facts, we start with specifications (Fig. 4.9): pure
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reset (visit [1; 2; 31)

= reset (visit (shift k (1 :: k [2; 31)))

= reset (1 :: reset (visit [2; 3]))

= reset (1 :: reset (visit (shift k (2 :: k [31))))

= reset (1 :: reset (2 :: reset (visit [31)))

= reset (1 :: reset (2 :: reset (visit (shift k (3 :: k [1)))))
= reset (1 :: reset (2 :: reset (3 :: reset (visit []))))

= reset (1 :: reset (2 :: reset (3 :: reset ([1))))

reset (visit' [1; 2; 31)

= reset (visit' (control k (1 :: k [2; 31)))

= reset (1 :: visit' [2; 31)

= reset (1 :: visit' (control k (2 :: k [31)))

= reset (2 :: (fun x -> 1 :: visit' x) [3])

= reset (2 :: 1 :: visit' [31)

= reset (2 :: 1 :: visit' (control k (3 :: k [1)))
= reset (3 :: (fun x -> 2 :: 1 :: visit' x) [1)

= reset (3 :: 2 :: 1 :: visit' [1)

= reset (3 :: 2 :: 1 :: [D

Fig. 4.8. shift to traverse, and control to reverse

functions copy and reverse. The latter is implemented using an accumulator.

copy xs =
ens xs=[];ret []
V 3 X Xs,. NS XS=X ::XS,;COPY XSq;T. ret x :: 1y
rev xs acc =

ens xs=[ |;ret acc

V dxxs,. ens xs=x ::xsy;rev xs; (x ::acc)

Fig. 4.9. Specifications for copy and rev

That using shift copies the list is easy to prove by induction.

(visit xs) T copy(xs)

The base case is trivial (both sides are identical after unfolding).
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Inductive case  (visit (x ::xs;)) C copy (x ::xs,)

(visit (x ::xs;))

C ((shift k. k xs,;r.ret x ::r);ry. visit r;)  Unfold

C ens k=(Ar,. (visit r;)); (k xs;;7. ret x ::7) Reduction?
C ((visit xs,);r. ret x ::r) Simplify

C (copy xsy;r.ret x ::r) Ind. hyp.
C copy xsy;r.retx::r [ Pure

The statement using control is trickier. visit’ is the same as visit except

for using control instead of shift.
(visit’ xs) C rev(xs,[])

In the inductive case, we eventually get stuck in the following state, where

we can’t appeal to the induction hypothesis.
(visit’ xsq;1. ret x :: 1)

The key idea is that we must generalise the entailment over the continuation
of visit’. In general, nontrivial generalisation may be required [96].
Suppose we did that for the left side of the entailment. Now, what is the

appropriate generalisation of rev over k?
(visit’ xs;r. k(r)) E ...

A naive idea would be to apply the CPS transformation to rev, resulting in a
definition with signature rev’ xs acc k. While this works just as well in staged
logic as it does for programs, it does not help us: looking at the state where
we got stuck, we see that the continuation that we are generalising over is
involved in building the reversed list. In other words, we need a version of
rev which performs the accumulation using the continuation, i.e., rev, xs k.
Coming up with this reformulation is not straightforward, as it is further
complicated by control.

The good news is that this definition can be synthesised using just a small

78



extension of the machinery we have presented so far.

Lemma synthesis The technique of lemma synthesis we propose is an ex-

ploratory one which discovers intermediate lemmas to prove a goal.
Suppose we have an entailment ¢ E ¢, to be proved. We find that direct

inductive proof does not work, and that we need to come up with a lemma ¢’

as an intermediate step towards the goal. We know that this lemma is a gen-

its definition, nor the two proofs demonstrating that it is indeed an interme-

diate step. This situation is shown as the following incomplete proof tree.

r--"
| E—|

eClo" @' E g,

| pp——

© E g,

The idea is that we can discover a candidate for ¢’ by taking it as unin-
terpreted, and searching for a proof of ¢ T ¢’ as per normal. When we
inevitably get stuck, we proceed by interpreting the pending goal(s) as con-
straints on the definition of ¢’, making ¢ E ¢’ true by construction. Having
synthesised ¢’, we may then recursively continue trying to prove the goal ¢,.

We illustrate this technique by using it to solve the visit’ example. The
statement we use to direct the search is as follows, where rev; is uninter-

preted.
(visit’ xs;r. k r) E revy xs k

Base case (visit' [];r. kr) Erev, [] k

(visit' [1;1. k 1)
(ret[];r. kr) Unfold
k[] O Simplify

M1
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Inductive case (visit’ x ::xs;;1. k r) Crevy x :1xs; k

(visit’ x ::xsqy;1. k)

C ((control k. ky(xs,);r. ret x ::r); ry. visit' ry;r. k r) Unfold

C ens k,=(Ary.visit’ ry;; 1. k r); (ky(xs;);r. ret x ::7)  Reduction®
C (visit’ xsy;ry. k ry;r.ret x 1) Simplify

C revy xs; Ary.k(ry);r.retx:ir [ Ind. hyp.

This is as far as we can get in both proofs. Notably, the proof search is
exactly what would have been done given a goal with an interpretation that
we could direct the search towards. Unlike Reduction?, Reduction® does not
leave a delimiter in the continuation, according to the semantics of control
(Fig. 4.6).

The final unproved goals together give us an inductive definition for rev;
(Fig. 4.10), by assembling together the two cases under the assumptions on
xs in each case.

rev, xs k =
ens xs=[]; k []

V 3xxs,. ens xs=x ::xsy;revy xs; (Ary.k ry;r.retx::ir)

Fig. 4.10. Synthesised definition for rev,

Interestingly, due to the use of reduction, both control and delimiter have
been eliminated, resulting in a continuation-composing program that by con-
struction (over)approximates visit'’. This program is not strictly in CPS (as
the continuation is not invoked in tail position, fixing its answer type to a
list) and is not derivable through only the CPS transformation. However, it
is the definition, and the intermediate step, that we need.

Now, it remains to prove the final subgoal:
rev; xs k C rev xs acc

Our next problem is that there is no relation between k and acc; the induction
step will thus give us no information about how acc changes across it. We

need another generalisation, guided by intuition as to what acc is.
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acc is the suffix of the reversed list that is extended as rev traverses the
original list. The continuation of rev,; builds a similar suffix as it descends,
but in closures, with k finally being applied to the empty list at the end. The
generalisation is thus the following statement: given that the continuation
is finally applied to the empty list, acc is everything that will be prepended to

the empty list, i.e., the suffix.
rev, xs Ay.acc++y E rev xs acc

This statement can now be proved automatically.

Base case rev [] (Ay.retacc++y)C revxs acc
rev [J(Ay.ret acc++y) Unfold
ens xs=[ |;ret acc Simplify

C
C revxsacc O Fold

Inductive case rev (x ::xs;) (Ay.ret acc++y) C rev xs acc

rev x ::xs; (Ay.retacc++y)

C revxs, (Ay.retacc++y;r;.ret x::r;) Unfold

C revxs, (Ay.ret x :: (acc++y)) Simplify

C revxs; (Ay.ret (x::acc)++y) Lem. cons, ++
C rev (x::xs;)acc [ Ind. hyp.

Taking a step back, how did the proof work? When we generalised visit’
over the continuation, lemma synthesis took us from a control-using pro-
gram into a CPS program, which we then related to the final direct-style
program via a second generalisation — a surprisingly systematic approach
given its heuristic nature. Interestingly, it did not go through the standard
CPS transformation, which for control is more involved [111].

Finally, given the proofs for both copy and rev, where does the differ-
ence in behaviour that we saw in Fig. 4.8 show up? Consider the steps after
Reduction? and Reduction®. The ret x :: r portion is the deferred operation
that may or may not be accessed, depending on which control operator is

used. In the case of Reduction?, it is not accessed, reflected by how we can
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simply rewrite (a delimited) visit on its own. In Reduction®, however, we had
to generalise to be able to talk about what follows visit’, or what it accesses.
Moreover, this became part of the inductive argument, pointing to how visit’
repeatedly accesses the deferred operation, to nest it deeper and reverse the
list.

These subtleties illustrate the need for tools to support carrying out such

reasoning. As Biernacki, Danvy, and Millikin [30] put it:

In our earlier work [31], we argued that dynamic delimited con-
tinuations need examples, reasoning tools, and meaning-preserving
program transformations, not only new variations, new formal-

izations, or new implementations.

This chapter takes a step towards such a reasoning tool, starting in the next

section with the extensions to staged logic required.

4.2 Extensions to staged logic

We follow the technical development of Chapter 3, extending staged logic
with delimited continuation operators. As before, we define their semantics

directly, instead of encoding them as effects, for a simpler and more direct

treatment.
@ = ... | shift’ k. ¢ (Ax.p;) | control’ k. ¢ (Ax.¢;) | ()
n:=0?
id = Ax.ret x
shift, k. ¢ = shift’ k. ¢ id

control, k. ¢ = control’ k. ¢ id

Fig. 4.11. Staged logic with delimited control operators

Syntax We add both shift and control, with both zero and nonzero vari-
ants, and a single delimiter (Fig. 4.11). We define the control operators

in terms of more primitive constructors shift® and control®, which carry an
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additional argument for an intermediate continuation, which is the identity
continuation id by default. This is similar to the continuation we used in
the match# in Section 3.3, but here it is associated with the control opera-
tor rather than the delimiter. This allows us to perform reduction in a more
intuitive “forward” manner, driven by the control operator rather than the
delimiter. It is also possible to associate the continuation with the delimiter
by giving it a value case, i.e., the dollar operator [142], and in that case we

would take the same approach to reduction as in the previous chapter.

E,h,h,RE ¢

R ::= v|shift,(Ak. p,, Ax. @) | control, (Ak. ¢,, Ax. @)

SSHIFT SCONTROL
R = shift,(Ak. ¢;,id) R = control, (Ak. p;,id)
E,h,h,RE shift, k. ¢, E,h,h,RE control, k. ¢,
SBINDVAL SBINDSHIFT
E,hi,hs,vE @ E,hy, hy, shift,(Ak. p,, Ax. ) F ¢,
E,hg,hy, RE @,[v/r] R = shift,(Ak. ¢, Ax. ;1. @)
E,hy,hy,RE @51, @y E,hy,hy, RE ;1. 0y
SBINDCONTROL
E,hy, h,y, control, (Ak. @y, Ax. ;) E ¢ SDELIMVAL
R = control (Ak. ¢, Ax. @ T. ©,) E,h,hy, vVE @
gahlthJR':(Pl;r' (PZ g7h1’h2JVI: <(p)
SDELIMSHIFT SDELIMSHIFTO
E,hy, hg, shift(Ak. p,, Ax. @) F @ E,hy, hg, shifty(Ak. ¢, Ax. @) F ¢
g[k = AX. (ka)]sh&hz: r ': <(Pb> S[k = )LX. (@k)]:h33h23 r ': QOb
gﬁhl’h27Rl: (@) gzhlﬁhZ’R': <(P)
SDELIMCONTROL SDELIMCONTROLO
R, = control(Ak. ¢, Ax. p;) R, = control,(Ak. ¢, Ax. ;)
S,hl,hg,Rolz(p E)hlihS’ROI:(p
g[k = )'X' (pk:|7h37 hZJ r ': <(Pb> g[k = )'X' (pk],hg,hz, r ': ('Pb
gshlahZ)Rlz <‘/7) thlihZ)Rlz (‘P)

Fig. 4.12. Semantics of control operators in staged logic, extending Fig. 3.7

Semantics Like for effects in Section 3.2, we use the "bubble-up" semantics

"bubble-up semantics" of resumable exceptions proposed by Kiselyov [118].
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Again, the construction of the delimited continuation is operationalised in it.

The semantics (Fig. 4.12) starts with a definition of outcomes R: values,
or “unhandled” control operators; the latter directly correspond to shift® and
control’. The rules for them, SSHIFT and SCONTROL, serve as base cases. Un-
handled control operators are technically ill-formed programs, but we treat
them as we do effects, giving them a semantics. Practical systems often also
make concessions here: for example, Racket uses an implicit top-level delim-
iter with an identity continuation [119].

SBINDVAL is the same as in Fig. 3.7. SBINDSHIFT and SBINDCONTROL
extend the continuation, pushing the “current continuation” into the out-
come. SDELIMVAL serves as a base case for when ¢ is a value, in which case
the delimiter is removed. SDELIMSHIFT applies when ¢ reduces to a shift;
reduction continues with the shift body, with the the continuation appropri-
ately bound, and delimiters around both. The remaining rules are similar,
directly implementing the semantics of each operator by varying where the

delimiters are placed, as in Fig. 4.6.

4.3 Reduction

Control operators can be subject to the same semantics-directed reduction
introduced in Section 2.3.2, and adapted to effects in Section 3.3. In this
section, we focus first on shift, as it gives the strongest reasoning rules, not-
ing along the way where other operators differ. We begin with a few auxiliary

definitions.

Definition 4.1 (Shift-free). ¢ is shift-free, denoted @, iff it can never result

in a shift outcome.
¢” = E,hy,hy, RE @ = 23k @y X . R = shift(Ak. ¢y, Ax. ¢;)

Shift-freedom can be proved compositionally (Fig. 4.13).
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Y
SFREQ SFSEQ
SFENS (,0# tpf tp;# SFRESET
(ens Q)* (req H ¢)* (13 902)" (p)”

Fig. 4.13. Proving shift-freedom (select rules)

ens is always shift-free, req and sequencing are shift-free if their subex-
pressions are, and most importantly, a reset is always shift-free; unlike an
effect handler, it is not possible for a shift to “escape” an enclosing reset. In-
tuitively, this is because the shift body is always placed under another reset.

Crucially, this last rule is not true for the zero operators.

Y~ @
RNORMAL RSKkiIP RINIT
o* 7
()~ o (015 92) ~ 915 (p2) shift k. ¢, ~ shift® k. ¢, id
REXTEND RSHIFTELIM
(shift® k. @, Ax.p);1. @~ (shift® k. ¢, (Ax. ;) ~
shift® k. ¢, (Ax. ;1. @) ens [k=Ax. ¢, ]; ¢

Fig. 4.14. Shift/reset reduction

The reduction rules are given in Fig. 4.14. Again, the goal is to minimise
the scopes of resets, trying to move things “out and to the left” if they are
shift-free, before eliminating resets by matching against a shift in its body.
RNORMAL serves as a base case: if ¢ is shift-free, we can simply remove an
enclosing reset. RSKIP allows moving a shift-free prefix ¢, out from under
a reset. The next two rules work in tandem to determine the extent of the
continuation. RINIT begins the process, introducing a shift® with an identity
continuation; because of the definition of shift, this is just an unfolding.
REXTEND picks up after this: when iterated, it extends the continuation ¢,

with any ¢ after it. When a shift® is the only thing remaining, the delimited
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continuation is completely determined. RSHIFTELIM then ends the process,
eliminating the shift and replacing it with its body, and also defining the
continuation for use inside it.

The rules are written as entailments, and are thus sound by construction.

4.4 Evaluation

To demonstrate the effectiveness and applicability of our proposed method-
ology, we extended HEIFER with support for the shift and reset operators, as
well as the reduction rules described in Section 4.3.

We then used HEIFER to verify a suite of benchmark programs involv-
ing nontrivial uses of shift and reset, mostly taken from the literature on
delimited continuations. As our focus is broadening the applicability of au-
tomated verification and scaling it to handle more language features, we
selected small programs using language features which are difficult for exist-
ing automated verifiers to handle, such stateful higher-order functions and
multishot continuations. To our knowledge, none of the programs have been

verified automatically.

Table 4.1
Experimental results
Program Desc. LoC LoS Total(s) SMT(s)
State monad [10] HO 21 2 4.84 0.02
Alice-Cat[142] Multi 3 1 033  0.02
Printf [10] ATM 30 6 2.20 0.05
Flip [61] Multi 9 1 3.89 0.04
Toss [190] Imp 8 1 6.50 0.08
HTTcc-inc3 [68] Imp 5 1 5.05 0.05
Times [10] Ind 17 5 0.88 0.11
Total 93 17 23.69 0.37

Table 4.1 lists the benchmark programs, followed by a list of the interest-
ing features of each program: whether it is higher-order, involves multi-shot

continuations, whether it uses imperative state, whether induction is needed,

86



and whether it uses answer-type modification (ATM), its size (lines of code
and lines of specification), and finally the total time taken to verify the whole
program and the amount of time spent in SMT solvers (both in seconds). All
experiments were performed on Ubuntu 24.04.2 Linux using a 3201 MHz

6-Core AMD Ryzen 5 CPU with 16 GB of RAM. Z3 4.13.0 was used.

Insights These experiments are small in scale, so mainly serve to validate
the claims that staged logic can feasibly automate the verification of pro-
grams containing delimited continuations. This is demonstrated in the lines
of specifications required being significantly less than the LoC (with a spec-
to-code ratio of 0.18), owing to the use of biabduction; often only the speci-
fication needs to be given, and an induction hypothesis (where a loop invari-
ant would normally be required in other systems) is inferred based on the

structure of the verification condition.
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CHAPTER 5

CASE STUDIES

5.1 Landin’s Knot

Landin’s Knot [126] is a classic example of a higher-order, effectful program.
It illustrates how the addition of state to a terminating language leads to the
ability to write nonterminating programs, via cycles through the heap.

A faithful, semantic account of Landin’s Knot is rather involved. Typing
the heap into which mutable references point historically required a step-
indexed, possible-worlds model [3]. A modern specification of the Knot uses
impredicative invariants [33, Section 9].

To a reader, however, the Knot is not a very complex program: it is easy
to see informally how the recursive behaviour arises, by mentally executing
it a few steps until the cycle becomes apparent. In this section I present a
simple, syntactic proof in staged logic that follows this pattern of reasoning.

First, some definitions.

read { =Vv.req{— v;ens { — v;retv
write { v =Y v,. req { — vy;ens £ — v

landin_rec f =
3¢ knot.
ens { — ();
ens knot = (An.read ¢; f;. f f, n);
write { knot;
ret knot

landin_rec uses the eponymous technique, presented as a fixed-point combi-
nator. It allocates a reference ¢ (with a dummy initial value, ()) and writes
a function value to it. This function in turn reads from ¢ and calls f with
whatever is there. We take this description of landin_rec as its specification

and focus on how to verify a use of it. Following Birkedal and Bizjak [33],
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we verify a recursive factorial function.

act, self,n =
f
ensr.n<0Ar=1
Vensn>0;self (n—1);r;.retnxr,

let fact n = if n < 0 then 1 else n* fact (n—1)

We give an open-recursive version fact; in staged logic, as well as a pure,
mathematical version fact to serve as a specification.

We then prove the following entailment, which uses landin_rec to tie a
knot before invoking it on n.

landin_rec fact;; f. f n
C 3¢v. ens { — v;ret (fact n)

The fact that a reference is allocated in the process of tying the knot is inten-
tionally exposed. We quantify away the exact value, so it doesn’t otherwise
affect the proof.

The idea of the proof is to symbolically execute the knot until we surface
how it is tied, at which point we can proceed by induction on n. This example

has been mechanically verified! against the simple model of Section 6.1.

Proof. We start with the left side of the entailment, and unfold and simplify
it until we have a direct use of the knot.

landin_rec fact;; f. f n
C 3L knot. ens £ — (); ens knot = (An.read {; f;. f f; n);
write £ knot;ret knot; f. f n

3L knot. ens knot = (An.read {; f,. f f, n); ens£=7();
V vy. req £+ v,; ens { — knot; ret knot; f. f n

3¢ knot. ens knot = (An.read {; f,. f f, n);ens { — knot;ret knot; f. f n
/¢ knot. ens knot = (An.read ¢; f;. f f; n);ens £ — knot; knot n

I

-
-

We then continue by induction on n.

1https: //github.com/dariusf/staged/blob/master/shiftreset/more_examples/Landin.v
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Base case ens knot = (An.read ¢; f,. f f, n);ens { — knot; knot 0

I

C ens { — knot;ret (fact 0)

ens knot = (An.read ¢; f,. f f, n);ens { — knot; knot 0

ens knot = (An.read {; f;. f f; n);ens £ — knot;read {; f;. fact; f; O
ens knot = (An.read {; f,. f f n); ens £ — knot; fact; knot 0

ens knot = (An.read ¢; f,. f f; n);ens { — knot;ens .n <0OAr=1
ens { — knot;ret (fact 0) [

Inductive case ens knot = (An.read ¢; f,. f f, n);ens £ — knot; knot (n,+ 1)

1

I

(11 i

C ens { — knot; ret (fact (n, + 1))

ens knot = (An.read ¢; f,. f f, n);ens £ — knot; knot (n,+ 1)
ens knot = (An.read {; f. f f, n);ens { — knot; fact; knot (ny + 1)
ens knot = (An.read {; f;. f f, n);ens { — knot;

ens ny+ 1> 0;knot ((ny+1)—1);r;. ret (ng+1)*xr;
ensn,+1>0;

ens knot = (An.read ¢; f,. f f, n);ens { — knot;

knot ny;ry. ret (ng+ 1) *xr;
ens ny+ 1 > 0; ens { — knot; ret fact ny; r;. ret (ng+ 1) xr;)
ens n, + 1> 0;ens £ — knot;ret ((n, + 1) * fact n,)
ens n, + 1> 0; ens { — knot; fact (ny+ 1)
ens { — knot;fact (no+1) O

Why is the proof so simple? The crux of the proof is that we need a spec-

ification for the contents of the location, as the program dereferences it and

runs whatever is there. We refer to this as the location’s invariant, since

it holds across the execution of the program. The proof given here differs

from the one in Birkedal and Bizjak [33, Section 9] in how this invariant is

formulated.

Here, the heap stores the name of a function, which the specification envi-

ronment associates upfront with a syntactic representation of a specification,

to be interpreted on later use. Therefore:

1.

The location’s invariant is first-order: it says only that the location

stores a name (which points into the specification environment).
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2. Reading the location thus gives us a usable specification immediately;,

because behaviour and specification are unified in staged logic.

3. There is recursion in this specification (as it dereferences the location,
thus referring to itself), but this does not cause problems, as it is rep-

resented as syntax and unfolded only when the function is applied.

4. This can be seen as defunctionalization, as the set of functions stored
in the heap is finite and statically known, and available syntactically.
The interpretation through the specification environment is analogous
to the dispatch function, and the name stored in the location plays the

role of the tag.

In contrast, in Birkedal and Bizjak, the heap stores a function. Therefore:

1. The location’s invariant is higher-order: it constrains the behaviour of

the stored function and is self-referential.

2. Reading the location gives us a function. To use it in the proof, we
need a specification/invariant, as (program) behaviour and specifica-
tions are distinct in Iris’ program logic. This invariant is nontrivial to
state, as it is self-referential: the function reads the location and calls

whatever is there, which happens to be the function itself.

3. The recursion is now in the self-reference in the definition of the invari-

ant, which is not well-founded as stated.

4. The fix is step-indexing: the function only needs to satisfy its specifica-
tion for a smaller number of future steps. This makes the definition of
the invariant well-founded. However, significantly more machinery is

required, as mentioned at the beginning of this section.
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5.2 Interpreting regular expressions

In this section, we verify a series of interpreters for a simple language of
regular expressions, defined in OCaml as follows.

type regex =
| Emp
| Atom of int
| Seq of regex * regex
| Disj of regex * regex

The regular expression 1|(23) would be represented as Disj (Atom 1)
(Seq (Atom 2) (Atom 3)). The strings matching regular expressions are as-
sumed to be lists of integers. Emp matches the empty string, an atom matches
a string consisting of a single integer, and regular expressions may be se-

quenced and may use disjunction.

let rec matches_prefix r ns : int list option =
match r with
| Emp -> Some ns
| Atom a ->
(match ns with
| b :: nsl when a = b -> Some ns]1
| _ -> None)
| Seq (r1, r2) ->
(match matches_prefix r1 ns with
| None -> None
| Some rest -> matches_prefix r2 rest)
| Disj (r1, r2) ->
(match matches_prefix r1 ns with (* broken! =)
| none => matches_prefix r2 ns
| some r => some r)

let matches r ns : bool =
match matches_prefix r ns with
| Some [] -> true
| _ -> false

Fig. 5.1. A naive (and incorrect) regular expression interpreter

A first attempt at an interpreter for it is shown in Fig. 5.1. matches is

defined in terms of an auxiliary function, matches_prefix, which evaluates a
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regular expression r against a string of numbers ns. Its result is the suffix of
the input remaining after removing the numbers satisfying r, or None if there
is no match. matches then simply checks if the entire string is matched, i.e.,
if there is a match and the string remaining is empty.

The first three cases are easy to define. Emp always matches and leaves the
string changed. Atom a matches only if the input string is nonempty and the
first element is exactly a. Seq matches if the string remaining after matching
r1 can be used to match r2, and the result is the string remaining afterward.

The case for disjunction is trickier. Consider how we would interpret the
example from earlier, Disj (Atom 1) (Seq (Atom 2) (Atom 3)). At the top-
level Disj we can return two possible suffixes, depending on which disjunct
will eventually lead to a successful match. However, the present return type
does not provide a way to do this. Doing something naive, as in Fig. 5.1,
renders the matcher incorrect: consider the input list [1; 3], which will not
be matched. The reason is that, at the failure in the first Seq argument, we
have no way to backtrack to the disjunction and “try again” from there.

A simple solution is to generalise the type of the function to (int list)
list, where we produce every possible choice, aka a list monad. We consider
instead two continuation-based solutions.

matches_prefix_cps (Fig. 5.2) generalises maches_prefix so that it takes a
continuation k, with answer type as annotated.” The first three cases now use
the continuation to produce a result; the case for Seq uses continuations to
receive intermediate results, with k getting only the final result. Disjunction
can now be implemented by using the continuation twice, and examining
the result of matching r1 for failure (making the interpreter continuation-

composing).

2The option type in the codomain of the function is technically unnecessary; it is possible
to instead represent the failure to match implicitly, as the absence of an invocation of the
continuation [62]. This interpreter is used here as it is structurally more similar to the
next one, making the presentation slightly simpler. Its equvialence to the one in Danvy and
Nielsen [62] is proved formally later.
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let rec matches_prefix_cps r ns k : int list option =
match r with
| Emp -> k (Some ns)

| Atom a ->
k (match ns with
| b :: ns1l when a = b -> Some ns]1
| _ -> None)

| Seq (r1, r2) ->
matches_prefix_cps r1 ns (function
| None -> None
| Some rest -> matches_prefix_cps r2 rest k)
| Disj (r1, r2) ->
(match matches_prefix_cps r1 ns k with
| None -> matches_prefix_cps r2 ns k
| r =->r)

let matches_cps r ns : bool =
match matches_prefix_cps r ns (fun x -> x) with
| Some [] -> true
| _ -> false

Fig. 5.2. A continuation-composing regular expression interpreter

A solution using shift/reset is shown in Fig. 5.3. The beauty of it is that
it all the cases which do not rely on manipulating continuations are identical
to the version in Fig. 5.1. However, in this version, disjunction can be imple-
mented without any other changes, by using shift to access the continuation
of that branch, peek into its outcome, and “restart” execution with the second
disjunct if the first leads to failure. The only other change is the delimiter

around the scrutinee of the match in matches_sr.

Verification Let us consider what it means to have a correct matcher. First,

we define the denotation of a regular expression.

Definition 5.1 (Denotation of a regex). [ ] denotes the set of strings that r
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let rec matches_prefix_sr r ns =
match r with
| Emp -> Some ns
| Atom a ->
(match ns with
| b :: ns1 when a = b -> Some nsi1
| _ -> None)
| Seq (r1, r2) ->
let v = matches_prefix_sr r1 ns in
(match v with
| None -> None
| Some rest -> matches_prefix_sr r2 rest)
| Disj (r1, r2) ->
shift (fun k ->
match k (matches_prefix_sr r1 ns) with
| None -> k (matches_prefix_sr r2 ns)
| v => v)

let matches_sr r ns : bool =
match reset (matches_prefix_sr r ns) with
| Some [] -> true

| _ -> false

Fig. 5.3. A regular expression interpreter using shift/reset [61]
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matches. It is defined inductively as follows:

[Emp]={[1}
[Atom a] = {[a]}
[Seq(ry, )] = {ns; ++ns, | ns; € [r1], ns, € [, ]}
[Disj(ry,r)]1=[rJUlr,]

Definition 5.2 (Correct matcher). A correct matcher M returns a true result

iff ns is in the denotation of r, i.e. M r ns = true < ns € [r].

A correct matcher satisfies a number of properties: sequencing is associa-
tive and distributes over disjunction, disjunction is commutative, etc.
MEmpns=T & ns =[] M (Atoma)ns=T & ns=[a]
M (Seq(ry,(Seq(ry,13)))) ns = M Seq((Seq(ry,13)),13) ns
M (Seq(Emp,r))ns=M r ns M (Seq(r,Emp)) ns =M r ns
M (Disj(r,r)) ns=M r ns

M (Seq(Disj(ry,15),1)) ns = M (Disj(Seq(ry,1),Seq(r,,1))) ns

These all follow from the denotation. Thus, given a matcher, it suffices to
show that it is correct (i.e., prove Definition 5.2) to be able to benefit from
these properties. I take this approach for the continuation-composing inter-
preter (Fig. 5.2) and a number of others [62].2

Relating an interpreter directly to its denotation can, however, be tedious
and involved. For example, the continuing-composing interpreter requires
coming up with the lemmas in Fig. 5.4 to describe its behaviour at specific
arguments and continuations. The proofs of both require induction.

An often simpler approach is to take advantage of the transitivity of re-
finement and, given an interpreter known to be correct, prove that a new
interpreter refines it, and therefore refines the denotation. This works espe-
cially well when the programs are structurally similar.

Since the final interpreter uses shift and reset, we can no longer treat it as

a mathematical function. Hence, we take the refinement approach in staged

Shttps://github.com/dariusf/regex-interpreter
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k None = None matches_prefix _cps r ns k = Some rs

dns, ns,. ns = ns; ++ns, Ans; € [r] Ak (Some ns,) = Some rs

k None = None Vxrs.k x =Somers=rs=1[]

matches_prefix_cps r ns k = Some [] <
dns, ns,. ns = ns; ++ns, Ans; € [r] Ak (Some ns,) = Some []

Fig. 5.4. Lemmas required to prove the correctness of Fig. 5.2

logic.

The most structurally-similar interpreter is the continuation-composing
one in Fig. 5.2, so we relate the last interpreter it using the lemma in Fig. 5.5.
In this way, matches_prefix_cps serves as a specification of matches_prefix_sr.
We generalise over the (shift-free) continuation of the reset in order to relate

it to the explicit continuation, a technique first used in Section 4.1.3.

k#
(matches_prefix_sr r ns;ry. k r;) C matches_prefix cps r ns k

Fig. 5.5. Relating the interpreters fo Fig. 5.3 and Fig. 5.2

We first model both programs in staged logic, in Fig. 5.6. We then prove

the following entailment.

(matches_prefix_srr ns);ry. k ry
C matches_prefix _cps r ns k

The proof goes by induction on r. We give a detailed account of the proof
below, but it is otherwise routine. The point is that it is simplified by the use
of staged logic, as there is no need to invent abstractions for the uses of shift.

Case r=Emp (ens r=Emp;ret Some ns;r,. k ;)
C ens r=Emp; k (Some ns)

(ens r=Emp;ret Some ns;r;. k ;)
(ens r=Emp; k (Some ns)) Simplify
ens r=Emp; k (Some ns) [] Pure
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matches_prefix_sr r,ns =
ens r=Emp; ret Some ns
V Ja. ens r=(Atom a);
(3 bns,. ens ns=b::ns;Aa=b;ret (Some ns;) V ret None)
V 3r,ry. ens r=(Seq(r;,75));
matches_prefix_sr ry ns;v.
(ens v=None;ret None V
(rest. ens v=(Some rest); matches_prefix_sr r, rest))
V 3r; ry. ens r=(Disj(r,,1,));
shift k. matches prefix_sr ry ns;v;. k v1;rs.
(ens ry=None; matches_prefix_sr r, ns;a. k a) vV
(Ja. ens r;=(Some a);ret r3)

matches_prefix_cps r,ns, k =
ens r=Emp; k Some ns
V Ja. ens r=(Atom a);
(I bns,. ens ns=b::ns;Aa=b; k Some ns, V k None)
V dr, ry. ens r=(Seq(r;,75));
matches_prefix_cps rins(Av.
(ens v=None; k None V
(Jrest. ens v=(Some rest); matches_prefix_cps r,, rest k)))
V 3r;ry. ens r=(Disj(ry,15));
matches_prefix_cps ry ns k; rs.
(ens ry=None; matches_prefix_cps r, ns k V rs)

Fig. 5.6. matches _prefix cps and matches prefix_sr in staged logic
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Case r=Atom ... (3a. ens r=Atom a;
((Abns,. ens ns=b::ns; Aa=b;ret Some ns;) V
ret None));r;. k ry
C da. ens r=Atom a;
dbns,. ens ns=b::ns; Aa=b; k (Some ns;) V

k None
We eliminate the existentials and ens proof obligations, and match the

disjuncts. This pattern is followed in the other cases.

(ret (Some ns;) V ret None; ry. k ;)
C k (Some ns) V k None

The goal then follows from simplification and the fact that k is shift-free.

(ret (Some ns;) V ret None; ry. k ;)

C (k (Some ns;) V k None) Simplify
C k (Some ns)V k None [ Pure
Case r=38eq ... (I, ry. ens r=Seq(ry,15);

matches_prefix_sr ry ns;v. (ens v=None; ret None V
(Irest. ens v=(Some rest);
matches_prefix_sr r, rest)); 5. k r3)
C dr,r,. ens r=Seq(r,,1,);
matches_prefix_cps r, ns (Av.ens v=None; k None V
(Frest. ens v=(Some rest);
matches_prefix_cps r, rest k))

The induction hypotheses are
V nsk. (matches_prefix_sr r; ns; rsy. k r3) C matches_prefix_cps r; ns k

fori € {1,2}, assuming k is shift-free.
We first eliminate the existentials and cancel ens on both sides.

(matches_prefix_sr ry ns;v. (ens v=None;ret None V
(Irest. ens v=(Some rest);
matches_prefix_sr r, rest)); 5. k 13)
C matches_prefix_cps r; ns (Av.ens v=None; k None V
(Frest. ens v=(Some rest);
matches_prefix_cps r, rest k))

We need the lemma [110, Section 3.2]
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Lemma 5.1 (Reset under bind). (¢;;7. @5) = (p1;1. (©,))

We then successively simplify the left side.

(matches_prefix_sr ry ns;v. (ens v=None; ret None V

(Irest. ens v=(Some rest);

matches_prefix_sr ry rest)); 5. k r3)
C (matches_prefix_sr ry ns;v. ((ens v=None; ret None V

(Frest. ens v=(Some rest);

matches_prefix_sr ry rest)); 5. k r3)) Lemma 5.1
C matches_prefix_cps ry ns (Av.{(ens v=None;ret None V

(Frest. ens v=(Some rest);

matches_prefix_sr ry rest)); 5. k r3)) Ind. hyp. 1
C matches_prefix_cps ry ns (Av.

({ens v=None;ret None;r;. k r3) V

(drest. ens v=(Some rest);

matches_prefix_sr ry rest;rs. k r3)))
The application of the induction hypothesis requires us to prove that what
we instantiate k is with shift-free, which it is due to the reset. The last step
follows from distributing disjunction over sequencing, and reset over disjunc-
tion.
Because C is a precongruence with respect to functions, it suffices to

prove the following two entailments.

(ens v=None;ret None; ;. k 13)
C ens v=None; k None

This can be proved by simplification.

(Trest. ens v=(Some rest); matches_prefix_sr r, rest;rs. k r3)
C Jdrest. ens v=(Some rest); matches_prefix_cps r, rest k

This is exactly induction hypothesis 2 after simplification, and k is shift-

free. O
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Case r=Disj ... (3r, ry. ens r=Disj(r,, r,); shift k;.
matches_prefix_sr ry ns; vy. ki(v1);15.
((ens ry=None; matches_prefix_sr r, ns;a. k,(a))
V (Fa. ens ry=(Some a);ret r3));ry. k 1,)
€ 3ry r,. ens r=Disj(r,, r,); matches_prefix_cps ry ns k; r5.
(ens ry=None; matches_prefix_cps r, ns k V rs)

The induction hypotheses are
V nsk. (matches_prefix_sr r; ns;rs. k r3) © matches_prefix_cps r; ns k

fori € {1,2}, assuming k is shift-free.
First we eliminate existentials and proof obligations.

(shift k;.
matches_prefix_sr ry ns; vy. k;(v1); 1.
((ens ry=None; matches_prefix_sr r, ns;a. k; a)
V (Fa. ens ry=(Some a);ret r3));ry. k 1,)
E matches_prefix_cps ry ns k; 1.
(ens ry=None; matches_prefix_cps r, ns k V r3)

Given the shift immediately inside the reset, we can perform shift/reset re-

duction. We then delimit the bind body with Lemma 5.1 and apply the in-

duction hypothesis, as in the previous case.
(shift k.

matches_prefix_sr ry ns;vy. ky vq;13.

((ens ry=None; matches_prefix_sr r, ns;a. k; a)

V (Ja. ens ry=(Some a);ret r3));ry. k 1,) SR reduction
C (matches prefix_sr ry ns;vy. (k v;); 5.

((ens ry=None; matches_prefix_sr r, ns;a. (k a))

V (Fa. ens ry=Some a;ret ry))) Lemma 5.1
C (matches_prefix_sr ry ns;vy. ({(k v;); 5.

((ens ry=None; matches_prefix_sr r, ns;a. (k a))

V (Fa. ens ry=Some a;ret r;)))) Ind. hyp. 1
C matches_prefix_cps ry ns (Av;.

((k vy)573.

((ens ry=None; matches_prefix_sr r, ns;a. (k a))

V (3 a. ens r;=Some a;ret r;))))
The application of the induction hypothesis requires the continuation we

instantiate k, with to be shift-free, which it is due to the reset. To match the
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right side, we factor out a part of the continuation using the Lemma 5.2.

Lemma 5.2 (matches_prefix_cps is continuation-composing).

matches_prefix_cps r ns (Av.k v;r'. f ')
C matches_prefix cps rns k;r’. f r’

This is a property of matches_prefix_cps itself and is proved by induction
on r: every recursive call threads k linearly in tail position, so the trailing
computation f may be pulled out of the continuation and run after.

Using the fact that C is a precongruence, it then suffices to prove the

following.
((k vy); 3.
((ens ry=None; matches_prefix_sr ry ns;a. (k a))
V (Fa. ens ry=Some a;ret ry)))
CE kvy;rs.

(ens ry=None; matches_prefix_cps r, ns k V r3)
We simplify the left side, using the fact that k is shift-free.

((k v1);73.
((ens ry=None; matches_prefix_sr r, ns;a. (k a))
V (Fa. ens ry=Some a;ret r3))) SR reduction
C kvy;rs.
(((ens ry=None; matches_prefix_sr r, ns;a. (k a))
V (3 a. ens r;=Some a;ret r3)))

By precongruence, it remains to relate the continuation bodies. Distribut-

ing reset over the disjunction and matching disjuncts,

(ens ry=None; matches_prefix_sr r, ns;a. (k a))
V (3a. ens ry=Some a;ret ry)
C (ens ry=None; matches_prefix cps ry ns k) Vry

the second is immediate.
(Ja. ens r;=Some a;ret r3) C ry

In the first,

(ens ry=None; matches_prefix _sr r, ns;a. (k a))
C ens ry=None; matches_prefix_cps r, ns k
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cancelling ens on both sides,

(matches_prefix_sr ry ns;a. (k a))
E matches_prefix_cps 1, ns k

k is shift-free, so we finish with induction hypothesis 2. ]

5.3 Relational verification

In this section, I explore encodings of various relational verification prob-
lems in staged logic. This amounts to reducing them to refinement, itself a
relational property.

I consider two such problems: program equivalence over fused loops,
which requires aligning them, and the relation between stateful foldl and

foldr, which requires hyperproperties like commutativity and associativity.

5.3.1 Loop fusion and alignment

int doubleSquarel(int x) int doubleSquare2(int x)
{ {
int y = 0; int y = 0;
int z = 2 * x; int z = x;
while (z > 0) { while (z > 0) {
y =y *tXx; y =y t Xx;
z--; z--;
} }
return y; return 2 *x y;
} 3

Fig. 5.7. Two programs which, given x, compute 2x? [182]

Consider the two programs in Fig. 5.7. doubleSquare? is a faster program,
with half the number of loop iterations. We would like to prove doubleSquare1
= doubleSquare2, e.g., to validate a compiler optimisation. As the two objects

we are proving equivalence of are (stateful) programs, we can view this as a
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relational verification problem of a VV property, of the form
Vs,Vs,. 57 ~s, = [doubleSquarel1] s; ~ [doubleSquare2] s,

where ~ is some kind of equivalence relation, and s; and s, are program
states.

There are two families of approaches to proving relational properties of
this form. The first, "product programs", reduces the relational verification
problem to one in standard Hoare logic by constructing a new program such
that its verification soundly implies that of the original program. The second
is to use a relational Hoare logic [25], a system of rules for composing and
constructing quadruples of the form {P } e, | ey {Q }

I describe the first approach and briefly comment on the second, to illus-
trate the key issue of alignment. After that, I show in detail how staged logic

can be used to carry out similar equivalence proofs.

Product programs The simplest way to construct a product program for
this situation is append them together, and modify them to act on disjoint
state (Fig. 5.8).

We have to provide two loop invariants which “align” the two programs:
to say that one iteration of one program corresponds to two iterations in
another, by relating their intermediate states. This lets us prove that the
states at the end are equal.

We can construct a better alignment by interleaving the statements of the
two programs (Fig. 5.9). Note that we have to explicitly unroll the loop of

doubleSquarel once. The loop invariant then becomes simpler.*

Relational Hoare logic In the second approach, using a relational Hoare

logic, the issue of alignment is internalised in its proof rules. For example,

“Both programs were inspired by Dickerson, Mukherjee, and Delaware [70] and are ver-
ified with Dafny.
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method doubleSquareSequenced (x1:int, x2

returns (yl: int, y2: int)

requires x1 >=
requires x1 ==

0 && x2 >= 0
X2

ensures yl1 == y2

yl := 0;

var z1 := 2 * x1;

while (z1 > @)
invariant y1
invariant z1

yl + x1
z1l - 1;

y1
z1
}
y2 := 0;
var z2 := x2;
while (z2 > 0)
invariant y2

invariant z2

== x1 * (2 * x1 - z1)
>= 0

== x2 * (x2 - z2)
>= 0

y2 := y2 + x2;

z2

}
y2 = 2 % y2;

z2 - 1;

:int)

Fig. 5.8. Alignment of programs by sequencing
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method doubleSquareInterleaved (x1:int, x2
returns (yl:int, y2:int)
requires x1 >= 0 && x2 >= 0
requires x1 == x2
ensures yl == y2

yl := 0;
y2 := 0;

var zl 2 * x1;

var z2 := x2;
while (z1 > 0 && z2 > 0)
invariant y1 == 2 *x y2 // simpler

vy yl + x1;

y2 := y2 + x2;

if (z1 > @) { // unroll
y1
z1 = z1 - 1;

yl + x1;

z2 := z2 - 1,

y2 = y2 *x 2;

:int)

Fig. 5.9. Alignment of programs by interleaving statements

106



in Relational Separation Logic [213], the WHILE rule only applies to two pro-

grams with top-level while loops, similar to the second example above.

Inv= (B, & B,) {Inv/\Bl}Cllcz{Inv}

WHILE
{ Inv } while B, do C, | while B, do C, {Inv A-B, }

In other words, the user can only verify programs with similar control flow
structure, and have to get programs into the right form either by rewriting

them or using things like one-sided rules.

Staged logic As staged logic is able to model programs faithfully, even
stateful and effectful ones, equivalence can be directly stated and proved.
The issue of alignment persists.

This section shows two proofs using staged logic, one using a functional

presentation, the other using a more faithful imperative one.

Functional One view of the loop is as a tail-recursive functional program.
We model it in staged logic in Fig. 5.10. For simplicity, z is assumed to be a

natural number.

loop, x yz =
ens z>0;loop; x (y+x)(z—1))
Vensr.z<0OAr=y

doubleSquare, x = loop; x 0 (2* x)

doubleSquare, x =loop, x 0 x;r,. €ns r.r =ry * 2

Fig. 5.10. Functional presentation of the loop

We would like to prove V x. doubleSquare, x = doubleSquare, x. To do

this, we first prove a more general lemma:

Lemma 5.3 (Alignment between loop iterations).

loop; x (y +y) (2%2)=loop,; x y 2;r;.ensr.r =2x%r,
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This is where the alignment occurs: saying how one iteration of the loop
corresponds to two. The proof goes by induction on z.

Base case z=0
loop; x (y +y) (2%0)=loop, x y O;ry. ens r.r = 2xr,
Simplifying,
ensr.r=y+y=ensr.r=2xy [l
Inductive case z=z,+1

loop; x (y +y) (2% (2p+1))=loop; x y (2o +1);ry.ensr.r =2x%ry

loop; x (¥ +¥) (2% (30 + 1))
= loop; x (y +y) (2+2xz;)
= loop; x (y +y +x+x) (2%32,)
= loop; x (x +y)+(x+y)) (2%20
= loop; x (x +y) zp;ry.ensr.r =2xr, Ind. hyp.
= loop; x y (1+2,);r.ensr.r =2xr; [

The original goal follows easily from this lemma.

doubleSquare,(x)

= loop; x 0 (2% x)

= loop; x (0+0) (2xx)

= loop; x 0 x;r;.ensr.r =2%r; Lemma 5.3

= doubleSquare, x [
Imperative The imperative behaviours of the loop can also be modelled
imperatively, and an advantage of staged logic is that the same proof methods
can be used.

In Fig. 5.11, we first define stateful operations in terms of req and ens.
loop, is defined using these, and used in the two programs below. This time,
the value of z is assumed to be a natural number; note that it is this value
which decreases in loop,, whose arguments otherwise remain unchanged.

This time, it is difficult to align the programs by the number of loop it-

erations, as that is not exposed as one of its parameters. Instead, we align
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inrdn=VYa.reql{—a;ens{—a+n
decr{n=VYa.req{—a;ens{—a—n

read{ =Va.reql—a;ensr.{—ax[r=a]

loop, x y z =V a.
reqz—aAa>0;ensz—a;
incr y x;decr z 1;loop, x ¥ 2
Areqz—aAa<0;ensz— a;ret ()

doubleSquare; x =3y z.ens y — 0%z +— 2% x;loop, x y z;read y
doubleSquare, x =3y z. ens y — 0z x;loop, x y z;read y;r. ret r * 2

Fig. 5.11. Imperative presentation of the loop

them by loop structure, by writing a lemma that describes the net effect of
the loop. It increments the value of y by z % x and sets z to 0. Hence, the

following specification for it:

Lemma 5.4 (Net effect of imperative loop).
loop, x y2EVab.reqy—axz—b;ensy—(a+b*xx)xz—0

Let b, be the initial value of z. The lemma can be proved by well-founded
induction on b,.
The induction hypothesis is:

Vb.b<bO=
loop, x y 2
EVareqy—axz—bensy—(a+bxx)xz—0

Unfolding and simplifying quantifiers,

req z+— by A b, > 0;ens z — by;
incr y x;decr z 1;loop, x y 2
Areqz+— by Aby, <0;ens z— by;ret ()
Creqy—axz—byensy—(a+by*xx)xz—0

To use one of the two conjuncts, we proceed by case analysis on b,,.
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Case b, >0

req z — by;ens z — b;
incr y x;decr z 1;loop, x y z
Creqy—axz—byensy—(a+by*xx)xz—0

The first step is symbolically execute the stateful operations. We do
this by moving the regs to the left,

ens y — axz+— by;
req z— by;ens z+— b;
incr y x;decr z 1;loop, x y 2
Censy—(a+by*xx)xz—0

then using biabduction:

ens y —a;
ens z — b;
incr y x;decr z 1;loop, x y 2
Censy—(a+by*xx)xz—0

We can repeat this to symbolically execute the stateful operations in
the obvious way.

ens y — (a+ x);
ens z— (by,—1);
loop, x y 2

Censy—(a+by*xx)*xz—0
We can then use the induction hypothesis for b, — 1.

ens y — (a+ x);
ens z — (b, —1);
Va'.reqy—a xz—(by—1);ens y — (a’ +(by—1)*x)*z2—0
Censy—(a+byxx)xz—0

Letting a’ be a + x, we can simplify this to the following entailment,

which follows from reflexivity.

ensy— ((a+x)+(by—1)xx)*xz2—0
Censy—(a+byxx)xz—0

110



Case b, <0

req z — by;ens z — b,; ret ()
CEreqy—axz—byensy—(a+by*xx)xz—0

We use the same idea to move req to the left.

ens y —axz— by;req z+— by;ens z— by;ret ()
Censy—(a+by*xx)xz—0

Using biabduction,

ens y —axz— by;ret ()
Censy—(a+by*xx)*xz—0

Since b, is a natural number, b, x x = 0. O

Having proved Lemma 5.4, we can use it to show the equivalence of

doubleSquare, and doubleSquare,.

doubleSquare, x
dyz.ens y — 0xz—2xx;loop, x y z;read y

I

ens y = 0xz— 2xXx;
Vab.reqy—axz—b;ens y—(a+bxx)xz—0;read y
ens y — (0+(2%x)*x)*z—0;read y

I

ret 2 % (x x x)

doubleSquare, x
dyz.ens y—0xz— x;loop, x y z;read y;r. ret r 2
ens y — 0%z~ Xx;
Vab.reqy—axz—b;ens y—(a+bxx)xz—0;
read y;r. ret r 2

I

ens y — (0+xxx)xz—0;
read y;r. ret r 2

I

ret 2 (x * x)

Conclusion Staged logic is very much geared towards proofs of refinement
and equivalence, so it handles this particular kind of relational property well.
Nontrivial generalisation may in general be required to come up with the

alignment, but there is some flexibility in how to do so, as shown by the
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different routes we took for the functional and imperative versions of the

proofs.

5.3.2 Folding left and right

The second problem we look at is the relation between foldl and foldr.> Unlike
the previous example, where two programs were unconditionally related,
foldl and foldr are related only under assumptions on the function f. For
example, we might require that f is commutative and associative; because
f is effectful, these are technically hyperproperties [56]: relations between

multiple executions.

foldl f acc xs = foldr f xs init =
ens xs=nil; acc V ens xs=nil; init V
dht. ens xs=h::t; dht. ens xs=h::t;
facch;r. foldl f rt foldr f tinit;r. f hr

Fig. 5.12. foldl and foldr

We model the two folds as recursive definitions over lists xs in Fig. 5.12.
They differ in the computational processes they generate: foldr is structurally
recursive, while foldl is tail-recursive. This difference appears syntactically
as a reordering of the recursive call and the call to f, and in the role of
the acc/init parameter, which works as an accumulator in foldl but does not
change in foldr. We call this value the seed when it does not matter which
fold we are referring to. Note also that the order of the arguments to f is
different across both folds, following OCaml’s fold_left and fold_right.®

There are a number of ways to give the conditions on f needed for both
folds to be equivalent. Bird and Wadler [32] give two in their first two duality
theorems. The first is to require the type of the elements of xs, together with

f and the seed, to form a monoid, i.e., f is associative and the seed is the

>In answer to a question raised by Olivier Danvy at my thesis proposal presentation.
®These differences in argument order have a rich history [57, Appendix 1].
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identity element on both sides. Requiring this forces both arguments of f to
have the same type. The second is more general, and more easily given infix:
ifxe(y®z)=(x®y)®zand x®a = a®x, then foldl®acc xs = foldr®init xs.
For simplicity, we focus on the first theorem, replacing the identity condition
with commutativity (a stronger condition).

fxyEfyx fxysrfrzEf yzrfxr

Under these assumptions, the right fold refines the left fold, and vice versa.

Theorem 5.1 (Folds agree). If f is commutative and associative, then

foldr f a xs E foldl f a xs

The proof is by induction on xs. The base case is immediate. After apply-

ing the induction hypothesis in the recursive case, the goal is

foldl f at;r.f x rEfoldl f a (x::t)

with f on the right of foldl. To make progress, we need a lemma that “pushes”

this trailing application into the accumulator on the left:

Lemma 5.5 (Pushing an application past a left fold).

foldl f axs;r. f xrE f ax;r. foldl f r xs

This can be seen as an alignment step, analogous to Lemma 5.3: it says
how f can move across foldl. It is itself proved by induction on xs. The base
case uses commutativity, and the recursive case uses both commutativity and
associativity to re-bracket applications of f.

The converse of Theorem 5.1 is proved in a symmetric way, with a similar

“pushing” lemma for foldr.

Conclusion What is interesting about this example is that it demonstates

the equivalence of the two folds for an arbitrarily effectful f. The properties
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of f required were stated naturally; in contrast, a traditional program logic
would require an extension such as hyper-triples [56]. The issue of alignment

also remains fundamental.
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CHAPTER 6

MECHANISING STAGED LOGIC

Chapters 2 to 4 presented the workings of staged logic using an intuitive, ide-
alised model. While this was convenient for exposition (and sufficient for the
implementation of an automated verifier), it is not the full story, especially
for the purpose of mechanising the logic in a foundational proof assistant.
This chapter completes the narrative with models for two fragments of the
logic shown in Chapters 2 and 4. The first model follows the presentation
thus far closely, but eventually proves inadequate in ways which the second

model addresses, though at the cost of considerably greater complexity.

6.1 A simple model using behavioural refinement

The first mechanisation tackles the fragment of staged logic shown in Fig. 6.1.
It was originally written in Rocq,' though some parts (notably, the definition

of req) have been superseded by a new version in Lean.?

¢ ::= produce H | consume H
| assert Py | assume P

| 2 | f @ | @1 02|l @151 @y | TEt v

| o1Vl Apy [Ix. |V @
| defun f (Ax.¢) | discard f

| shift® k. ¢ id | (f)

Fig. 6.1. A fragment of staged logic, sans lambda

The most notable change is that it is not truly higher-order: lambda is
not a term of the language. The hallmark feature of staged logic, unknown
functions, is still present; these functions are identified by name. defun and
discard operations allow dynamically (de)allocating function names, asso-

ciating them with statically-known bodies to recover some of what lambda

Thttps://github.com/dariusf/staged
2https://github.com/dariusf/staged-1lean
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would offer. This can be seen as a form of defunctionalization (Section 5.1).
shift and reset are also present.

Inductive val : Type :=
| vfptr: var — val

with flow : Type :=

| assert_:Prop — flow | assume : Prop — flow

| produce : hprop — flow | consume : hprop — flow

| unk : var —» val — flow

| ret: val — flow | bind : flow — (val — flow) — flow

| fex: forall (A:Type), (A — flow) — flow

| fall: forall (A:Type), (A — flow) — flow

| defun: var - (val — flow) — flow | discard:var — flow.

| shc: var —» flow — (val — flow) — flow | rs: flow — flow
|

Fig. 6.2. Mixed embedding of the syntax of staged logic

Syntax and semantics Staged logic terms are represented using the induc-
tive datatype flow (Fig. 6.2). The embedding is mixed: the overall structure
is deeply embedded, with shallowly embedded binders, using higher-order
abstract syntax (HOAS). Names are values (vfptr). An oddity is that the shift
body binder in shc is deeply embedded, while the continuation is shallowly
embedded. The reason for this is that shift allows its argument to “escape”
via a vfptr value, while the continuation is only built up during reduction
and its argument is never inspected.

The underlying separation logic is shallowly embedded as well, with propo-
sitions hprop represented in a standard way [47] as functions of type heap — Prop.

The semantics of staged logic is defined inductively via a separate inter-
pretation relation, following the presentation in Fig. 2.11 and 4.12 closely.
Compared to the earlier presentation, this semantics has an additional spec-
ification environment to accommodate updates. The new cases for defun are

shown in Fig. 6.3 to give a flavour for how things are encoded. defun adds a
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Inductive satisfies: senv — senv —
heap — heap — result — flow — Prop :=
| s_defun s1s2hlxuf:
~ Fmap.indom s1 x —
s2 = Fmap.update s1 x uf —
satisfies s1s2 h1 h1 (normvunit) (defun x uf)
| s_discard sl s2h (f:var):
s2 = Fmap.remove s1 f —
satisfies s1s2 h h (normvunit) (discard f)

Fig. 6.3. Semantics of staged logic (select cases)

new name to the specification environment, while discard removes it. The
name must be new, so that defun followed by discard is the identity. Due
to the Inductive interpretation of the semantics, it only includes terminating
behaviours, if staged logic is seen as an abstract programming language. If
it is seen as a logic, this means that derivations are finite: it is not possible

to compromise soundness by creating an infinite derivation.

Why this design and fragment? Suppose we attempted a simple shallow
embedding, resembling the standard one for separation logic:

Definition senv :=var — flow.
Definition flow := senv — senv — heap — heap — val — Prop.

These definitions are cyclic and would not be accepted by Rocq.

A natural fix would be to deeply embed the syntax and define a separate
interpretation function. This almost works, but breaks down in a key place:
the unk case is not structurally recursive, as it invokes an arbitrary function
from the environment. For this reason, we end up with an interpretation
relation, as in Fig. 6.3.

With the syntax deeply embedded, consider how we can add lambda.

Inductive val : Type :=

| vfun: (val —» flow) — val
with flow: Type :=

| ret: val — flow
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This definition is also rejected by Rocq, due to non-strict-positivity — the
type val being defined occurs to the left of an arrow. The cause is the use
of HOAS; a first-order version, like vfun: var — flow — val, would be ac-
cepted. However, the first-order version comes with a major downside: it
requires both hprop and Prop to be deeply embedded. This closes the asser-
tion language, disallowing quantification over arbitrary types and prevent-
ing us from importing facts already proved in Rocq. It also saddles us with
many more issues and obligations involving binders — substitution, capture-
avoidance, alpha-equivalence... Finally, it is still prone to a major problem
we’ll encounter at the end of this section.

The design we propose is a sweet spot for these reasons.

Another way to view it is as a freer monad. This is a common approach
in the literature (Section 7.1.2), where we deeply embed the effects of our
language and reuse the binding structure of Rocq, as we do with the contin-
uation of bind. The main effects we have are unknown functions and shift,

though we embed the other constructors as well so they can be inspected.

Behavioural refinement A simple, extensional account of refinement is

used, following Section 2.3.

(pl E ()02 é Vghl hZR (8:h1:h2)R|: ()01 = gihlithR ': (102)

The benefits of this are twofold: (1) all the various entailment rules
(Fig. 2.12, 2.13, 2.15, 2.20, 2.22, 3.10, and 4.14) are sound by construc-
tion, and (2) interpreting entailment directly in terms of Rocq’s implication
lets us reuse its proof context and associated machinery for interactive proofs.

Properties such as the contravariance of assume also come for free.

Theorem 2.2.1 (Soundness of Entailment Rules). Given an entailment ¢, E
¢., every behaviour of the consequent is one of the antecedent, i.e. if €,h;,h,,RF

Pq then £, hy,hy,RE ..
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Proof. By construction. Each rule is proved against the semantics directly.

]

Rewriting Staged logic proofs use rewriting extensively. The mechanisa-
tion makes heavy use of Rocq’s generalized rewriting [192] to support this,
which allows rewriting to be performed not just with equalities, but with
user-defined equivalence relations or preorders (which need not be symmet-
ric).

The entailment relation C is such a preorder, and may be used for rewrit-
ing given supporting lemmas demonstrating that it is a precongruence: that
each constructor of staged logic is monotonic [15] or proper [192] with re-
spect to it. These lemmas are provided as instances of a Proper typeclass.
For example, the following key lemma (left), which states that entailment
is monotonic with respect to itself, is given as the typeclass instance on the
right. This allows a goal ¢, E ¢, to be replaced with ¢, E ¢,, allowing the

antecedent to be weakened and the consequent to be strengthened.

PROPERENTAILS )
Instance Proper_entails:

P33P PaE ey 3By Proper (flip entails ==>
entails ==> impl) entails.

V1 E @,

For another example, suppose the antecedent is C[ ¢ ] for some context C.
To rewrite it to C[ "], we would need a Proper instance for every enclosing
staged logic constructor in C, demonstrating that all of them preserve the
entailment relation, or that they respect the context they are rewriting under.
Examples of these lemmas are given in Fig. 6.4.

Depending on C, Rocq’s rewriting machinery uses typeclasses to piece
together a proof using these lemmas to descend into it, justifying a rewrite

all the way down.

Simplification and reduction With the ability to rewrite inside arbitrary

contexts, we are able to state the reduction rules of Section 4.3 simply as
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PROPERSATISFIES PROPERSEQ

P11 E ¢y E,hy,hy, vE @4 P1EQy p3Epy
€, hy, o, v E @, P15 93 & 92504
PROPERREQ RRESET
P11 E @y 01 E ¢y
req H p, Ereq H ¢, (¢1) E (¥2)

Fig. 6.4. Select rewriting lemmas

entailment lemmas, and rely on rewriting to justify them.

Theorem 3.3.1 (Soundness of Reduction Rules).

(pl ~ ()02 I;ﬁc(‘::hlxth ': ()01 = g; hthZ)R ': (p2‘

Proof. The soundness of reduction follows directly from the soundness of

entailment. O

6.1.1 Limitations of the model

While the model formalised so far in this chapter is sufficient to prove prop-
erties of many programs discussed in this dissertation, it does not work for
all of them. The main issue is that the model contains syntax — specification
environments £ are maps containing values of type flow — which must be sub-
ject to a further operational interpretation. This prevents some statements

from being proved. For example, consider Lemma 6.1.
Lemma 6.1 (Associativity of seq. — untrue!). (¢1; ¥,); 3 < ©1;(@3; ©3)-

To see intuitively why this lemma cannot be proved, suppose that ¢, con-
tained a shift. According to the semantics, we would get shift outcomes on
both sides, with continuations (O0; ¢,); ¢35 and O; (¢,; ¢3). The logical next
step would be reassociate the continuations, perhaps inductively. Unfortu-
nately, the definition of entailment (Definition 2.1) requires the outcomes to

be syntactically equal, and does not allow for this.
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Intuitively, however, Lemma 6.1 should certainly be true. We demon-
strate this formally by strengthening the definition of entailment to allow for

this inductive reassociation.

Definition 6.1 (Generalised entailment).

GENTAILSSHIFT
GENTAILSBASE VE1 & hu by @b P
V& & hy hyv. EL,h i F&,hy, 0 =
ELh E &y hy, v, = o, 0 E1, 0y E &y, Ry, 0aA
E1 i F &y hy, v, (pp Sn ) AV @i [r/vIC, wilr/v])
1 So P2 1 Sm+1) P2

A statement of generalised entailment ¢, C,, ¢, is indexed by the height
of its derivations. At index O, there are no shifts, and this is simply standard
entailment for values. At index n+ 1, there is at least one more shift, and we
inductively require the resulting continuations to be related by generalised
entailment at index n. Intuitively, an index of n allows us to talk about the
behaviour of continuations after n future shifts. With this, associativity can

be proved as we would expect, with ¢, =, @, = ¢©; S, P, A P, S, ©1.
Lemma 6.2 (Generalised associativity). (¢1; ¢,); ¢35 =, ©1; (P23 ¢3)
Proof. By induction on n. ]

Unfortunately, when used as an entailment, the index exposed in gener-
alised entailment is too constraining.
Another way to sidestep the issue is to ignore the cases where ¢, and ¢,

have shifts.
Lemma 6.3 (Associativity of seq. — shift-free).
If o7 and ¥, then (01 9,); 03 & 15 (925 ¥3)-

This can also be proved, but it is less than ideal, as we cannot reason

completely about programs containing shifts.
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Despite the shortcomings of the current model, it does validate the sound-
ness of the framework, at least sufficiently to construct an automated tool.
A more expressive model which overcomes these problems is described

in Section 6.2.

6.1.2 Evaluation

Table 6.1
Case studies verified in Rocq

Program Features LoC
foldr (Section 2.1) HO, ind., imp. 512
Landin’s knot (Section 5.1) HO, ind., imp. 436
Total 998

The mechanisation of the metatheory of staged logic, as well as basic
automation, spans a development of 6392 LoC in Rocq. It is built on top of
the mechanisation of separation logic from the Separation Logic Foundations
book [47].

To evaluate the feasibility of the theory, I attempted a number of case
studies (Table 6.1) to get a sense of the effort and issues involved. Each
example is shown with a list of its interesting features (use of higher-order
functions, induction, imperative state, or multi-shot continuations), followed
by the LoC (comprising all of program, specification, and lemma definitions,
and proof script).

Included with the mechanisation is a library of tactics which automate ap-
plying the rules of Section 2.3, but with fewer heuristics, optimising instead
for predictability in interactive use. This significantly reduces the length of

proof scripts.
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6.2 Towards a model using contextual refinement

In Section 6.1, I described a mechanisation with a simple form of behavioural
refinement as the notion of entailment. It is complete enough to be able to
handle a number of case studies interactively, with tactics for working at the
level of the logic.

However, as shown in Section 6.1.1, the underlying model is not suffi-
ciently expressive to be able to give a full treatment of the logic, leading to
odd limitations, like the lack of associativity, and being unable to rewrite on
the right side of a shift. It is also an encoding of the logic and does not model
every feature in it faithfully, e.g., using function pointers instead of general
lambda expressions.

In this section, I sketch an alternative interpretation of the logic, outlining
the path towards a complete mechanisation. The theory presented in this

section been mechanised in Rocq.?

6.2.1 A more expressive notion of refinement

We first restate the problem from Section 6.1.1. It arose because of the use
of shift outcomes, which contain syntax representing a shift body or con-
tinuation. Because, according to the semantics (Fig. 6.3), shift outcomes
are “inert” and cannot be subject to further interpretation outside a reset, we
ended up with semantically-equal objects that were syntactically distinct, and
so could not be accepted by our insufficiently-expressive refinement relation.

It turns out that a version of this problem also occurs in the plain lambda
calculus with lambda abstraction values — for example, Ax.x C Ax.(Ay.y) x
also does not hold. The missing piece is the more fine-grained notion of con-
textual refinement, which abstracts away syntactic detail by enclosing terms in

an arbitrary context, which, intuitively, captures all possible ways we can con-

Shttps://github.com/dariusf/staged/tree/ctx-equiv/ctx-equiv-ixfree
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tinue interpretation on shift outcomes/lambda values. Any such suspended
values which cannot be distinguished by arbitrary further use will be con-
tained in the relation.

Contextual refinement is difficult to prove directly [16]. An alternative
is to use a binary logical relation, which provides a definition that is sound
and complete with respect to contextual refinement, yet is easier to work
with. Logical relations are typically defined inductively over the structure
of types, and are often step-indexed to cope with circularities that cannot be
resolved by the structure of types alone. I use a step-indexed, but untyped
treatment [100, 16], in the interest of both generality (types were not hith-
erto mentioned in this work) and simplicity (a typed treatment would have
to handle things like answer-type modification). The technique of biorthog-
onality [164], which is to define logical relations for contexts as well as ex-

pressions/values in a mutually recursive manner, is also used.

L={ (e;,e;) |(Vv.ey,=v=e,) A (Ve.e; — e=(e,e,) €nL)}
O={ (e,e5) |(ey,e5) € LA (ey, 1) €L}

V={ (vi,vy) | Yv]v,epV. (vv],v,v;) € R}

K={ (Ki,K,) | Vv v, €V,M; M, € M. (M;[K;[v,]], My[K,[v,]]) € O}

E={ (e1,e;) | VK Ky € K, M; My € M. (M;[Ky[e;]], My[Ky[e,]]) € O}
R={ (e1,e;) | VK K, €pK, M; M, € M. (M;[Ky[e;]], My[K,[e,]]) € O}
M ={(M;, Mp) |V vy v, €V. (M;[v;], My[v,]) € O}

Fig. 6.5. Logical relation for a lambda calculus with shift/reset

The resulting binary logical relation is shown in Fig. 6.5. It is defined
using contextual equivalence (contextual refinement in both directions), and

t.*> It assumes the underlying logic

for a lambda calculus with shift/rese
provides a notion of logical step-indexing [ 168, 74], using the later modality
to make definitions well-founded.

The different relations are named mnemonically. The relation £ is one

*The missing parts of staged logic are addressed in Section 6.2.3.
>As staged logic is now directly encoded as a lambda calculus, there is no longer a need
for specification environments or function pointers.
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side of the observational equivalence relation O for closed programs. —
is a meta-contextual step: a small-step operational semantics for shift/reset
with context and meta-context [61].° V is for values; since we are dealing
with a lambda calculus, the only values are lambda abstractions, which are
in the relation if applying them to values in the relation after one step pro-
duces results in the relation. K is for contexts, which are related if plugged
with and into related values and meta-contexts, respectively, if the result is
observationally equivalent. £ is for expressions, which are related if plugged
into related contexts and meta-contexts and observationally equivalent. R is
the same as £ with the exception of the later modalities; it is only used in V
and is there for technical reasons [16]. An increment over Balik, Biernacki,
and Polesiuk [16], where continuations are undelimited, is the addition of

meta-contexts to the definitions and to the M relation.

6.2.2 Encoding in Rocq

The addition of contexts and contextual semantics necessitates a deep em-
bedding of staged logic, so the syntax is defined as an inductive datatype. As
staged logic is a lambda calculus at heart, this is in keeping with observations
made in the literature that it is more appropriate to deeply-embed “dynamic”
objects (such as programs, involving state transitions) and shallowly-embed
“static” objects (such as assertions, which describe sets of states) [208].

Given the deep embedding, binding is handled via the so-called “functo-
rial approach” [169], using well-scoped de Bruijn indices.

The next salient feature of the encoding is the use of IxFree [168] for a
step-indexed base logic with a later modality [74], which hides the explicit
index arithmetic. Iris [108] could equally be used as a base logic; I used it
for an early prototype, but it was generally easier to proceed with IxFree due

to its simpler core and focus.

®Notably, the bubble-up semantics and shift outcomes are no longer needed.
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Finally, contextual equivalence is a congruence (and contextual refine-
ment a precongruence), so the congruence lemmas required are easy to define

using the completeness theorem.

6.2.3 Remaining work

Extending this model to cope with all of staged logic remains work in progress.
Many of the ideas from Section 6.1 can be reused, but must be adapted to
the logical relations setting. The different fragments of staged logic require

different techniques whose combination is nontrivial.

* (Angelic) nondeterminism must be handled with may-observational

equivalence [34].

* Heaps must be stratified, like the CMRAs [108] of Iris or the memories

in indirection theory [98], as they are able to contain functions.

* Since both the languages of programs and specifications are deeply em-
bedded, triples (Section 2.2.2) can be defined as cross-language logical

relations [160].

* Effect handlers also admit a logical relations account [214].

6.3 Summary

Table 6.2 gives a summary of both mechanisations. The main differences
between them are 1. the definition of entailment, and 2. how the syntax of
staged logic is represented.

The simple one uses a shallow embedding for the underlying (separation)
logic, which is conventional [208] and allows the reuse of existing proof
automation [47]. Its syntax is deeply embedded, but with anything involving

values shallowly embedded (using HOAS), as necessitated by the shallow
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Table 6.2
Summary of both mechanisations

Simple Contextual refinement
Syntax Separation. logic Shallow Deep
Staged logic Deep + shallow
Semantics Pro.gre}ms ' ' Big-step C'ontextual small-step
Delimited continuations Bubble-up List of contexts
Entailment Refinement Contextual refinement
Sound v 4
Complete X v
Higher-order functions v 4
req/ens v X
Heaps v X
shift/reset v v
Tactics 4 X
LoC 6392 5931+
Case studies 5 -

embedding of the underlying logic. Limitations of shallow embedding, such
as the inability to perform induction over syntax or have function values due
to negative occurrences, are worked around or suffered.

The one based on contextual refinement uses a deep embedding for ev-
erything. This is more general but significantly more complex, necessitating
things like an intrinsically-typed de Bruijn representation, as well as defini-
tions for evaluation and general program contexts.

The simple mechanisation is a relatively practical one, with a small num-
ber of case studies foundationally verified, using a number of specialised
tactics. It also supports the whole language of staged logic. However, there
are entailments which cannot be proved in it — this is what is meant by lack
of completeness.

To overcome this problem, the second one is based on contextual refine-
ment, which is defined using a step-indexed, biorthogonal logical relation. It
is unfinished at the time of writing and does not cover the entire language of
staged logic; there are also no tactics or case studies using it yet. However,

its size is already comparable to the simple one, reflecting the significant
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increase in complexity.
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CHAPTER 7

RELATED WORK

7.1 Program logics

Deductive verification is typically carried out with the help of program logics,
formal systems which give programs an axiomatic semantics. In this section,
we give a brief history of the development of program logics, leading up to

the modern developments that we build on.

7.1.1 Hoare logics

The field of program logics could be said to have begun with Hoare logic [97],
which introduced the Hoare triple { P } e {Q} as a way of characterising the
behaviours of programs. Dijkstra [72] developed the idea of automating
the verification of Hoare triples using weakest preconditions, which half a
century later forms the basis of many mature tools, such as Dafny [134] and
Why3 [79]. As these tools matured, they came to be structured as verification
platforms, supporting intermediate verification languages [17, 149]: shared
infrastructure to which the verification of programs in different languages
could be reduced. Cameleer [161, 187, 185] is one such extension of the
Why3 platform, enabling automated verification of OCaml programs. It has
a backend-agnostic specification language, GOSPEL [ 188], which can also be
interpreted via Ortac [101] for more lightweight runtime checking.

While tools based on standard Hoare logic are highly mature, they have
limited support for more dynamic language features, such as heap manipu-
lation, higher-order programs, and effects; there is not yet consensus on how
best to support them. Staged logic is one answer, bridging Hoare logic with
its sister methodology of refinement. Seen as an extension of Hoare logic,

staged logic uses triples in much the same way, and can be seen as enriching
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them with an underlying logic that is behavioural, satisfied by traces rather

than single states.

Separation logic Reynolds [177] and O’'Hearn [155] proposed separation
logic, a substructural logic of resources, as a way to solve the frame problem
of Hoare logic and enable reasoning about heap-manipulating programs. It
became the basis of a new generation of automated verification tools, such
as VeriFast [107, 106], HIP/SLEEK [49], and Viper [149], which automate
program proofs using symbolic execution [26]. Separation logic is also the
foundation of the Infer tool, which pioneered the use of biabduction [42] for
begin-anywhere static analysis.

Staged logic adopts separation logic as a means of describing program
states, while handling the behavioural aspects. It also relies on biabduction

to simplify terms, in a manner similar to symbolic execution.

Mechanisation While there are many automated program verifiers in con-
tinued and successful use, a major alternative direction has been to encode
program/separation logics in proof assistants, to inherit both their interactive
facilities as well as their foundational soundness guarantees.

A key design choice when mechanising a logic is whether to embed each
aspect of it shallowly or deeply [208]. A shallow embedding allows for maxi-
mal reuse of the proof assistant’s features, but limits metatheoretical reason-
ing, as well as what can be encoded, if there is no precisely-matching feature
in the metalogic — an example is in the use of higher-order abstract syntax
(HOAS), where binding is represented by metalogic functions, and negative
occurrences limit what can be expressed and require nontrivial workarounds.
Dually, a deep embedding results in no semantic mismatch and full control
over every aspect of the object logic, with the tradeoff that every feature of
the logic has to be reimplemented - to continue the example of binding, a

first-order encoding requires necessitates representations such as de Bruijn
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indices, as well as theorems to say that terms are closed.

Modern separation logics mostly shallowly embed the language of propo-
sitions and differ on whether to deeply embed the program. These two corre-
spond roughly to whether the logic is seen as something “extrinsic” [123] to
the program, and related to it only by a separate relation like a Hoare triple,
or “intrinsically” part of it, e.g., encoded in its type.

CFML [46, 45] is based on the notion of characteristic formulae, relations
between pre- and postconditions that can be computed from the (deeply-
embedded) syntax of programs, such that the syntax no longer features in
verification conditions. It is simple and elegant, and is used for teaching in
the Separation Logic Foundations [47] textbook. It is common in Iris [108]
to deeply embed programs and their contexts [87, 202]. The logic of Iris is
shallowly embedded, but atop a sophisticated step-indexed model of higher-
order logic, in order to support impredicative quantification and higher-order
state. The Verified Software Toolchain (VST) [7] makes similar choices with
respect to programs, but implements a step-indexed model using indirection
theory [98], a general method of implementing stratified models. These log-
ics mechanise the process of symbolic execution using magic wands, weakest
preconditions, and the ramified frame rule [99].

Hoare Type Theory (HTT) [151] pioneered the approach of using depen-
dent types to embed specifications into the types of (shallowly-embedded)
monadic programs. This approach was followed by Swamy et al. [197],
who proposed Dijkstra monads and the use of weakest preconditions instead
to automate the computation of specifications; this was later generalised to
work for any specification monad [140, 210] and more combinations of ef-
fects. Pulse [86, 196, 77] is a separation logic embedded in Fx, based on
these ideas, which also marries them with indirection theory for reasoning
about concurrency.

In the first mechanisation (Section 6.1), staged logic takes a variation of
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the former position: staged logic terms are deeply embedded but use HOAS
and a shallow embedding of the underlying (separation) logic. The result
is an incomplete but more practical mechanisation, suitable for interactive
use. In the second (Section 6.2), because of the dynamic nature of the logic
and its ability to manipulate higher-order values, it is completely deeply em-
bedded, as a program would be. This mechanisation is more faithful but is

significantly more complex.

7.1.2 Refinement

Temporal logics and Hoare logics Refinement is a foundational concept in
program verification, serving as a means of relating descriptions of systems.
Perhaps the most well-known and widely-used temporal logic, TLA* [125],
uses it to relate state machines to protocols or temporal properties, which
are all expressed in the same logic. Refinement is also used in Hoare logics,
typically to justify that an effectful program implements some pure function,
by including the latter directly in the postcondition; we rely on this sort of

use in our work.

Contextual refinement A related property is contextual refinement, a rela-

tion between open programs which quantifies over their contexts:

VC.C[e]C C[e]

This intuitively means that an arbitrary client C cannot distinguish e from e’.

Proving contextual refinement directly by induction over contexts is known
to be difficult [ 16]. It is instead usually proved by via the technique of logical
relations [16]. The idea is to define relations which are sound and complete
with respect to contextual refinement, but for which it is easier to prove
membership.

Logical relations were classically defined inductively over the structure
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of types. However, semantically-cyclic language features such as recursive
types [8] and general references [3] necessitated induction over some other
index; this led to the technique of step-indexed logical relations. Step-indexing
can be treated logically [74], hidden behind a later modality. Modern logics
such as IxFree [168] and Iris [ 108] take this approach, and provide facilities
for defining predicates that are well-founded based on the index. These can
then be used to construct logics for reasoning about contextual refinement.

One approach is to reason about contextual refinements directly. Earlier
approaches, such as Timany and Birkedal [202], worked with the logical re-
lation directly, which was defined in terms of weakest preconditions; they
introduced the idea of context-local triples to simplify reasoning when con-
texts were not manipulated, but ultimately unfold the logical relation and
work with its definition. ReLoC Reloaded [87] is a newer approach which
uses a typed relation of the form e; X e, : 7, and structural rules to manipu-
late this judgment, remaining at the level of refinements.

An alternative is to use a relational program logic to reason composi-
tionally about it. Simuliris [88] takes this approach, with a simulation re-
lation (similar to the judgment of Relational Hoare Logic [25]) {P}e; =<
ey {rir;. Q}.

The approach I take in the latest mechanisation (Section 6.2) is similar
to the one used in Timany and Birkedal [202], working with the logical rela-
tion directly — a simple, baseline approach — with a view towards eventually
adapting the approach used in ReLoC Reloaded (to the untyped setting, and
to programs with control operators), to realise the goal of reasoning at the

level of the entailment relation.

Refinement calculi Refinement calculi [14, 147, 13, 43] are another family
of program logics, originating in the methodology of stepwise refinement, a

deductive program synthesis method for deriving programs from specifica-
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tions. The distinguishing features of refinement calculi are that they embed
specification statements in programs, allowing both to be expressed in the
same abstract programming language, and a binary refinement relation which
orders abstract programs, serving as a means of giving them specifications.
This allows working and reasoning entirely at the level of programs.

Staged logic bears superficial resemblance to refinement calculi, given
that it mixes specifications and program elements in a single language. It is,
however, a logic with constructs for representing programs, rather than a pro-
gramming language, and is designed for verification rather than synthesis.

Modern routes to mechanisation for refinement calculi commonly involve
shallow, monadic embeddings of effectful programs. For example, Boulmé
[36] uses a state monad equipped with a least fixed point operator to verify
higher-order imperative programs. Another line of work [4, 12, 198] from
Swierstra and Baanen [198] uses free monads to uniformly implement a va-
riety of effects. None of these tackle delimited continuations, which is not
an algebraic effect [103, 166] and cannot be expressed as a free monad. It is
unclear how to shallowly embed effect handlers or delimited continuations

alongside e.g., a weakest precondition semantics.

7.1.3 Monadic encodings of effects

Monads are a useful semantic device for shallowly embedding effects, and
another line of work using them for reasoning about programs is monadic
equational reasoning [90, 2]. Staged logic similarly advocates for the idea
of treating effects equationally, a simple and effective approach. However,
staged logic also deals with specifications, and, consequently, inequations
(refinement). The semantics of specifications can be shallowly embedded
using a weakest precondition semantics, as in the encodings of refinement
calculi mentioned in Refinement calculi. However, it is unclear how to extend

this to non-algebraic effects. Staged logic thus uses a deep embedding for the
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semantics of specifications.

Another program verification approach leveraging monads is the ordered
specification monads of the Dijkstra monad line of work [140, 210]. This
approach differs from staged logic in that specifications are given intrinsically,
rather than extrinsically — the monad is only used to the encode the effectful

program, and the specifications are given in a standard weakest precondition

style.

7.1.4 Relational verification

Much of the program verification literature is dedicated to trace properties,
predicates on program executions of programs. Relational properties or hy-
perproperties generalise this to relations between executions.

In the relational verification literature, refinement refers to a relational V3
property which copes with a nondeterminism reference program [24, Defi-
nition 2]. This is not the sense in which it is used in this dissertation, which
uses the classic sense of behavioural inclusion.

Relational verification is mainly carried out in two ways [19].

The first is to use a relational program logic [25], a bespoke formal sys-
tem for proving specific kinds of relational properties. Some examples are
RHLE [71] (V3 properties), CHL [191] (k-safety or V* properties), and Hyper
Hoare Logic [63], which allows arbitrary quantifier alternations.

The second way is to encode relational verification problems into stan-
dard Hoare logic, to allow reuse of existing tools. This requires different
encodings depending on the type of property. Self-composition, or more gen-
erally, product programs [21] for VV properties. Asymmetric product pro-
grams [20] extend this to V3 properties. This can also be done at the level
of logics [212].

Regardless of the verification method, the issue of alignment is essential.

Intuitively, it is the act of bringing parts of the programs being related into
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correspondence, to make verification easier. For example, relational program
logics often contain “lockstep” rules which only apply to two structurally-
similar programs. Alignment appears in different forms depending on the
verification approach being considered. In the self-composition approach,
it may require duplicating loop bodies, unrolling loops, and so on, while
in relational program logics, relational invariants allow loop states to, and
there may be rules for executing one program, given that it does not change
the state relevant to the relation. For some formulations, it is possible to
automatically search for alignments [204, 70, 5].

This dissertation focuses mostly on trace properties. A case study on en-
coding program equivalence (a VV property) using staged logic is given in
Section 5.3.1. Other kinds of VV properties, as well as other relational prop-

erties, are left to the future work.

7.2 Higher-order imperative programs

7.2.1 Specifications

Before we can verify higher-order programs, we must first specify what it
means for them to be correct. There are two broad families of approaches
for doing so, with contemporary approaches fusing them to combine their

benefits.

Nested Hoare triples and invariants The use of a Hoare triple as a propo-
sition to give a function parameter a specification is a natural and “obvi-
ous” [178] way to treat higher-order programs. Such a Hoare triple is typi-
cally coupled with an invariant, a predicate of the metalogic, to describe the
effect of a function; an introduction to this pattern was given in Section 2.1.
For this reason it requires higher-order quantification [ 129, Section 2.1], and

so works well in program logics designed for interactive verification, such as
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iHTT [195], Iris [108, 33], and CFML [46].

It can also be adapted to automated verification, either directly [48] or
by first-order axiomatisation: using axioms to associate specifications and
invariants with otherwise uninterpreted higher-order functions. The latter
approach was pioneered by Régis-Gianas and Pottier [175], extended to the
imperative setting by Kanig and Fillidtre [112], and remains commonly used
in other verifiers [185] in the Why3 [79] lineage, as well as newer tools like
Verus [127]. Refinement types, such as in LiquidHaskell [206], can also be

seen as an intrinsic encoding of nested triples.

Greybox specifications Biichi and Weck [40] proposed the idea of greybox
specifications, observing that refinement was a good way to specify higher-
order programs with side effects, due to the difficulty of abstracting them in
general; Boulmé [36] also makes this observation in the context of OCaml
programs. Shaner, Leavens, and Naumann [181] adapted the greybox ap-
proach to JML in the form of model programs, which extends [ 129] to aspect-
oriented and context-oriented language features.

Kanig and Filliatre [112] noted that “one is often confronted with the
problem of specifying the behaviour of a program where the most natu-
ral description of the behaviour is the program itself!” In Why3 [79] and
Dafny [134], pure functions require no further specification, as they are al-
ready mathematical objects, and so can be given directly to SMT solvers, even
in higher-order contexts. This technique can be seen as an instance of (and,
retrospectively, motivation for) the greybox approach as well.

Prusti [211] primarily uses a nested triple approach (specification entail-
ments), but also proposes call descriptions, which specify the uses of clo-
sures within higher-order functions, something which would be are other-
wise opaque to clients, in order to inform clients about their effects. Pen-

ninckx, Timany, and Jacobs [159] uses abstract nested triples to specify I/O
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in a similar way.

Coma [158] is a recent addition to the Why3 platform, with facilities
for enforcing abstraction barriers, allowing the user to vary how much of a
program is specified, and which parts are subject to the greybox approach.

The approach I describe in this dissertation also fuses both paradigms,
combining the symbolic execution of separation logic triples with the flexi-

bility of refinement as the means of specification.

7.2.2 Syntactic methods

Given the right specification, (syntactic) verification is often natural. With a
nested triple, one must instantiate any higher-order quantifiers (which typ-
ically requires human input) before using the standard function application
rule. Model programs are equally simple to verify and instantiate for use,
though symbolic execution is not considered there, something we remedy.
In this section we survey additional syntactic techniques useful for verifi-

cation.

Defunctionalization Defunctionalization [176] is a classic technique for
compiling higher-order programs to first-order ones, and it can similarly be
used to reduce the verification of a higher-order program to a first-order
setting. It was first proposed by Soares [186] for Cameleer, using axioma-
tised specifications parametrised over states to handle effectful programs, as
Régis-Gianas and Pottier [174] do. Creusot [69] models closures as stateful
objects, following the closure conversion Rust uses, a closely related concept

to defunctionalization.

Type system guarantees An expressive type system can significantly sim-
plify how higher-order state is specified and managed. For example, in Rust,

closures have exclusive ownership over mutable locations that they capture;
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Prusti [211] exploits the fact that they can maintain history invariants to pro-
vide stronger guarantees about captured state. Creusot [69] uses prophecies,
similar in spirit to ghost variables allowing one to talk about the values of
mutable locations at the end of borrows, to specify mutable state; it then
treats closures as if they have constant prophecies relating to their captured

state.

7.2.3 Semantic methods

In the earlier section on Mechanisation, we briefly surveyed the techniques
generally used to implement higher-order program logics in interactive proof
assistants. Here we focus more specifically on ways in which they support the
verification of higher-order imperative programs and the issues encountered
therein.

As today’s mature proof assistants are based on type theories or higher-
order logic, they do not natively support closures or imperative updates in
their metalanguages. Embedding a program logic thus begins with an em-
bedding of programs, which may be deep or shallow. Deep embeddings are
generally handled in an extrinsic way, with (nested) Hoare triple propositions
associating specifications with programs, while shallow embeddings are han-
dled in an intrinsic manner, with their syntax represented as a value of a

monadic type indexed with a specification.

Nested triples Hoare triples are the usual way of specifying higher-order
programs in proof assistants. Due to higher-order quantification and the
impredicativity of, e.g., Rocq’s Prop, they are naturally usable in a nested

manner, e.g., in CFML [46, 47].

Dijkstra monads Dijkstra monads [197, 140] were originally introduced to

automate the computation of verification conditions, but their use case was
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to verify higher-order, stateful programs. The intrinsic style of verification
with dependently-typed monads lends itself very naturally to higher-order
programs, with state naturally handled by computing weakest preconditions
(which transform predicates over states), and the effectful monadic layer

taking care of the effects.

Impredicativity A problem that plagues both extrinsic and intrinsic ap-
proaches alike is that of impredicativity. It shows up in higher-order pro-
grams in semantically-cyclic features such as higher-order store. This necessi-
tates constructing models stratified by some notion of step, typically a small
step in the operational semantics, and using a later modality to guard recur-
sive occurrences of predicates, ensuring they take place at a smaller step to
keep definitions are well-founded. Iris [108] is perhaps the most influen-
tial and well-known example of this approach. Indirection theory [98] is a
general approach for building stratified models and viewing them through
the lens of approximation; VST [7] and PulseCore [77] are recent examples
building on it.

Syntactic indirection [6, 50, Chapter 35] is a means of working around
the issue of impredicativity without a later modality, typically using a syn-
tactic approach at the cost of some expressiveness. VeriFast [106] is a recent
example of program logic with this approach. XCAP [153] was an early ex-
ample, doing this to verify low-level programs with function pointers. It
works around the problem using both syntactic assertions, and a modular
approach where programs are verified under local assumptions and defer-
ring the check for whether assumptions are all globally consistent. This can
also seen as deeply-embedding part of the assertion language in order to
defer what would have otherwise been a cyclic interpretation, breaking the
cycle. Chapter 6 illustrates how we use a similar approach to work around

the issues with impredicativity.
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7.3 Effect handlers

7.3.1 In practice

Effect handlers originated in experimental programming languages such as
Eff [23, 22], Effekt [38, 37], and Koka [130, 131], but have been steadily
finding their way into mainstream languages; natively in OCaml 5 [183]
and WebAssembly [162], and in the form of libraries in Scala 3 [203] and
Haskell [171].

Effect handlers have many applications [ 157], including concurrency [ 183],
control inversion [ 200], automatic differentiation [67], reactivity [85], model-

checking [75], and probabilistic programming [152, 78].

7.3.2 Reasoning

Protocols The dominant paradigm for reasoning about effects today is the
protocol-based approach, pioneered by Hazel [66, 64, 67] and Maze [64],
and implemented in Cameleer [187, 185]. An extensive introduction to it
was given in Section 3.1.1. In summary, the user provides two pieces of spec-
ification: a protocol, a contract for an effect that a client can rely on and that
a handler must implement; and a handler invariant, a means of reasoning
about the recursive nature of deep handlers. This allows modular verifica-
tion in Hoare logic, but at the cost of requiring a global specification that
commits to an interpretation of effects. Hazel and Maze define a protocol
as a predicate transformer in Iris’ logic, while Cameleer builds it in primi-
tively, encoding an effect as a WhyML exception and using defunctionaliza-
tion and axiomatisation to represent continuations and their specifications.
Only Maze supports multishot continuations, with restrictions that resources

cannot be framed around them.
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Refinement An emerging approach for reasoning about effect handlers is
to internalise them and talk directly about them using refinement. This is
the basis of the approach introduced in Section 3.1.2 in this dissertation.
The idea was pioneered by Song, Foo, and Chin [189], focusing on tempo-
ral verification for pure functional programs. It was extended with heap-
manipulation by Foo, Song, and Chin [83] and to effects by Song, Foo, and
Chin [190]. The key difference compared to the protocol approach are that
the interpretations of effects are deferred until handlers are known and yet
admit a modular, greybox specification; consequently, no novel specification
mechanisms are required. I believe it is possible to marry both approaches,
as the interpreted and uninterpreted approaches are complimentary and are

each useful for different applications.

Type-and-effect systems Traditionally, effects have been specified via type-
and-effect systems, which refine type systems with annotations, for exam-
ple in the form of a set of effect labels [132]. Recent approaches are based
on refinement types [113] and modal types [215, 199]. These approaches
typically aim to verify less expressive properties, such as the absence of un-
handled effects. Functional correctness is supported to an extent, with lim-
itations on language features; heap-manipulation is often not handled, and

advanced language features such as modules continue to be open [183].

Monads While fixing the composition issues with monads and transform-
ers was a key motivation for effect handlers, monads continue to used to
encode effects in proof assistants for reasoning. There are two distinct ap-
proaches: directly working with a monadic program and proving properties
via equational reasoning [90, 2] or refinement [12, 198, 4, 36]; or having a
computation monad (which specifies the effects) indexed by a specification
monad [197, 139], to build a program logic for the former. In both cases,

it is not common to internalise handlers in the object language, unlike what
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we do; effect handlers are defined as folds over monadic types at the meta

level instead.

7.4 Delimited continuations

7.4.1 In practice

Delimited continuation operators were classically implemented in research
languages, most prominently Racket, which supports the widest variety [55],
but like effect handlers, they have recently begun to enter the mainstream,
most recently in Scala 3 [146] (via a program transformation), as (untyped)
primitives in GHC [114], where they have replaced monads as the basis for
modern effect systems [171], and as libraries in OCaml [116, 184].

It is common to implement either control, (as in GHC), or a set of four
lower-level operations newPrompt, pushPrompt, takeSubCont, and pushSub-
Cont for manipulating the control stack [184, 116, 115, 76, 93] with named
prompts for generality.

Many of the use cases of effects apply equally to delimited continuations.
Additional ones include partial evaluation [128, 59], web interactions [91],
operating systems [120], automatic differentiation [207], probabilistic pro-

gramming [51], and linguistics [180].

7.4.2 Reasoning

Equational reasoning and refinement Reasoning about delimited contin-
uations has classically been carried out either by direct appeal to their seman-
tics in CPS [28, Section 3], or by the use of equations [ 109]. Encodings of this
approach in proof assistants are possible using the generalised monad [11],
which also takes an input parameter. It has been used as a means of imple-

menting a continuation monad admitting ATM [117, 193] and can support
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proofs by equational reasoning [96], at the cost of having to annotate the
types of subterms, and find encodings for other kinds of effects, such as state.
The approach we take with refinement sits in this category, generalising the
equational approach to allow the use of specifications, and using a separation

logic for stateful behaviours.

Program logics HTT, [68] is a mechanised program logic for (algebraic)
callcc and throw. They use nested triples and focus on reconciling state
changes with continuations, using so large-footprint assertions, which do not
admit a general frame rule and must quantify over heaps to indicate framing.

Timany and Birkedal [202] develop a relational program logic which pro-
poses the idea of context-local and non-context-local (Section 7.4) triples: the
former are used for programs free of control operators and allow modular
reasoning, while the latter are for programs with control changes and allow

global reasoning reflecting the operational semantics.

{Piclvl{Q}

(P} C[shift k. (k v)]{Q}

They use contextual refinement to show that a cooperatively-concurrent pro-
gram implemented using delimited control refines a specification program
with primitive concurrency.

Effect handlers and (the O variants of) delimited continuation operators

are known to be interderivable [84, 163]. The correspondence is, roughly:

shift, k. e, ~ perform Shift

(e) ~ try e with Shift, k — e,

de Vilhena [64] exploits this to adapt their protocol-based program logic for
effect handlers to callcc and throw; more on this in Protocols. The converse

has been done by Cong and Asai [54], but for a type system.
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Type systems Danvy and Filinski [60] gave a type system supporting the
ATM of shift and reset soon after they were proposed. It turns the typical
typing judgment I' - e : 7 into a 5-place version I',a - e : 7,3, where a
and f track the (input and output) answer types of an expression e (i.e., the
type of an enclosing reset), which may be modified by the execution of the
e. Asai and Kameyama [9] generalise it with answer type polymorphism, and
implement it in OchaCaml [ 141], a variant of OCaml which tracks the answer
types of functions using an arrow of the form 7,/a — 7,/f. Cong and Asai
[53] extend this to a dependently typed system.

Sekiyama and Unno [179] propose answer effect modification, which gen-
eralises answer types with refinements, allowing their use for reasoning about
delimited control operators. Kawamata et al. [113] adapts this idea to effect

handlers. This approach is currently limited to pure programs.

Protocols The protocol approach can be adapted to handle (un)delimited
control operators. Rules for callcc and throw can be found in de Vilhena [64,
Section 6.3.2]. They are reproduced here to illustrate the key ideas. First,

recall their reduction rules.
K[callcc k e]~ K[e[K/k]] K[throw K v] ~ K[v]

With these in mind,

CALLCC THROW
Y k. isCont k & —x ewp e (CT){®} isCont k ® o w
ewp (callcc k e) (CT){®} ewp (throw k w) (CT){false}

to prove that a use of callcc satisfies a postcondition ¢, we must prove that the
body e satisfies & under the assumption isCont k ®: that k is a continuation
whose input satisfies ®. This is because the result of callcc k e is the result of
e with k bound (so both must satisfy ®), and this result will be plugged into

the continuation of callcc k e, k, therefore its input must also satisfy ®. CT is

145



a protocol allowing the use of the callcc and throw effects, which underlies
this encoding.

The rule for throw k w simply requires that k is a continuation whose
input w satisfies ®. Its postcondition is false because throw does not produce
a result, can be used in any context, and escapes this context by resuming k.

The extension to shift/reset [170, pages 87-88] builds on these ideas.
The protocol CT is abstracted away, and ewp is replaced with a predicate
wp e (Some ®){®’}, a weakest precondition predicate with an "answer post-

condition" .

SPSF(TV w. &' (w) =k wp (k w) ( }{®}) — RESET
wp e (Some ®){®'} wp e (Some &){®}
wp (shift k e) (Some ®){d'} wp (reset e) ( ) {®}

® describes 1. the postcondition of the enclosing reset, and also the input to
the metacontinuation, and 2. the postcondition of k. ¢’ is the postcondition
of shift and the shift body, which also constrains the input to k. “Answer
postcondition modification” is hence possible, as & and &’ can be different.
k has no effects (as it is enclosed in a reset, per the semantics of shift) and
can be used many times in e.

The rule for reset handles all “effects” and supplies the “answer postcon-
dition” ®.

Comparing the approach once again with staged logic, the main and fun-
damental difficulty with using protocols is that one has to come up with ¢ and
®’ upfront, similar to how one has to state invariants upfront (Section 3.1).

Secondly, the extension to control not obvious. It is not just a matter of
adding an operational semantics for it, as in staged logic; we would also need
a protocol, which seems nontrivial to write. I am not aware of any program
logics for control, so it is unclear what the protocol should be parametrised

over.
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CHAPTER 8

CONCLUSION

In this dissertation, I have described staged logic, a comprehensive and novel
approach to using refinement to reason about effectful higher-order pro-
grams. Staged logic underlies the implementation of a new automated veri-
fier for OCaml programs, HEIFER, and is mechanised in Rocq. I have shown
that it is feasible to automate, by verifying a number of challenging programs

with it, as well as that it is sound, via the mechanisation.

Future work There are several avenues for future work.

* Section 6.2 details the current state of the mechanisation, and Sec-
tion 6.2.3 gives the next steps for completing it, with the goal of en-

abling interactive use in Rocq.

* A certification back-end for HEIFER, to allow it to generate certificates
for the Rocq mechanisation, would usefully integrate the two tools, and

also confirm the soundness of the former.

* Exploring the use of staged logic in new domains, such as relational
verification and concurrency. This combination is particularly interest-
ing due to the use of effect handlers to model concurrency, and the

difficulty of verifying such libraries built in this way today.
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APPENDIX A

HIGHER-ORDER FUNCTIONS
SPECIFIED IN CAMELEER

let rec map (f:'a -> 'b) (xs:'a list) =
match xs with
| [1 -> []
| x :: xs1 -> f x :: map f xs]1
(x@ ys = map f xs
variant xs

ensures length ys length xs
ensures forall i. @ <= i < length ys ->
ys[i] = f (xs[il) *)
(x@ lemma index_shift: forall x:'a, xs:'a list, i:int.
1 <=1 /\ 1 < length (Cons x xs) ->

(Cons x xs)[i] = xs[i-11 %)

let rec foldr ((inv : 'b -> 'a seq -> bool) [@ghost])
(f : 'a ->"b -> '"b) (xs : 'a list) (acc : 'b)
= match xs with

| [] -> acc
| x :: t -> f x (foldr inv f t acc)
(x@ r = foldr inv f xs acc

requires inv acc []
requires forall acc x ys.
inv acc ys -> inv (f x acc) (cons x
ys)
variant xs

ensures inv r Xxs %)

Fig. A.1. foldr and map in Cameleer [161]

Cameleer specifications for map and foldr are shown in Fig. A.1. These

may be compared to the specifications written for HEIFER in Section 2.1.

Because of the need to summarize the effects of f, map’s postcondition

uses a quantifier (over sequence indices) to talk about the elements of the

input and output lists. This then necessitates lemmas such as index_shift

for relating indices to list destructuring, finally requiring more lines of spec-

ification per line of code.
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The foldr specification is similar to the one for Iris (Section 2.1), but
does not use a higher-order triple, instead requiring a ghost argument for
an invariant that must be preserved between calls to f. This approach is
representative of many verifiers, including Dafny, WhyML, and vanilla Fx. As
mentioned before, this parametrisation of the specification with a summary
of f is nontrivial, in that it cannot be mechanically done for every higher-

order function, as this pair of examples shows.
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